EEM-413
Bi LGI SAYAR AGLARI

LABORATUVAR 2 - DNS

u yazildiginda ;

Nslookup w

Microsoft Windous [Siirim 6.1.76001]
Telif Hakk* 208? Microsoft irporation. Tiim haklar* sakl*d?».

\USPP“\NRSR)D‘lﬂﬂkUD Wy . mit . edu
RT
192.168.2.1
nilir olmavan ywanit:
?Hﬂh bh.akamaiedge .net
.182.151

mit .edu
wuw.mit .edu.edgekey.net

C:\Users\NASA>_

Nslookup —type = NS mit.edu yazildiginda ;

}-\Uaur‘xHHSH}usluukup www.mit .edu
RT
192 1682 .1

ivenilir olmayan yanit:
e7886 .b.akanaiedge .net
2.23.182.151
www.mit.edu
www.nit.edu.edgekey.net

SHASA>nslookup —type=NS nit.edu

Address: 192.168.2.1

request timed out.
timeout was 2 seconds.
: timed out.
was 2 conds.
RT yapilmasi eqgi zaman asimina ugradi

;isUsersS\NASA >

Nslookup www.aiit.or.kr bitsy.mit.edu



C:\Users“NASA>nslookup —type=NS mit.edu
Sunucu: RT
Address: 192.168.2.1

regquest timed out.

timeout was 2 seconds.

request timed out.

timeout was 2 seconds.

RT yapilmasi istegi zaman asimina ugradi

\Users\NASA>nslookup www.aiit.or.kr bitsy._mit.edu
DNS reguest timed out.
timeout was 2 seconds.
Sunucu: UnKnouwn
Address: 18.72.6.3

bilgi gbster
sUsers \NASA >ipconfig

IP Yap* land®*em

stipted

LAN-verbinding 3:

5 N G e R Medya Baglant®s® kesildi
DNS Soneki

Ethernet bagdast®r*c® LAN-verbinding

ya Durumny . i Medya Baglant's™ kesildi
ant*ya oz 3 i

Alt Ag Maske
Varzay* lan

Kablosuz LAN bagdastipiels® Dpaadloze netwerkverbinding 3:

Hedya Duru e e e Medya Baglants® kesildi
Baglantiya o DME Soneki . .

Draadloze wverkverhinding 2:

Medya Baglantls® kesildi
Baglant®ya &

Kablosuz LAN bagdast'rlcls® Draadloze netwerkverbinding:

Hedva Durumnu . . . - Medya Baglantls?t

JEBA—-4C4E-94BE-96FA43D7195

Medya Baglantls® ke di

DNS Coziicii Onbellegi basar*yla temizlendi.

C:slse ~MASA >

1-)Asia icin www.rediff.com denendiginde nslookup asagidaki gibi
olmaktadir.




Microsoft Windows [8i

Telif Hakk™ <c?> 288% Microsoft rporation. Tiim haklar* sakl*d®r.

'ns lookup www_rediff _com

RT
192.168.2.1

www—h.rediff .com.edgesuite.net

icrosoft Windows [Siir .1 .7688

1lif Hakk* 2889 osoft Corporation. Tiim haklar* sakl*dwr.
“NASA>ns lookup wuw.rediff .com

nucu: T

RI
1ddre : 192.168.2.1

enilir olmavan vanit:
al1586 .w3 .akana
19

=0l M
www=h.redif f .com.edgesuite.net

“UserssNASA>nslookup —type=NS.udi.edu
inknown guery type: NS_udi.edu
Jarsayilan Sunucu: RT

ddress: 192.168.2.1

akamai.net
239.247.68
?.247.31
ww.rediff .com
w—hb.rediff .com.edgesuite.net

3 lytlaﬁ.?ln
Addre 192.1 a1

hoo.com
yahoo.c

requ
timeou

mail. )dliul_. om yapilmasi istegi zaman asimina ugradi

4-)www.ietf.com igin wireshark ta bakildiginda asadida kirmiziyla
belirttigim gibi User Datagram Protocol yani UDP kullanilimistir.



s Prame 10: 72 bytes on wire {576 bits), 72 bytes capzered (576 bits) on interface ©
5 Ethernet IT, Srcr WistronI_bb:66:cb (FO:ce:flibb:6d:ch), DST: Arcadyan 0F:db:ed (00:1a:2a:0]:4b:ed)

user Datagram Protocol
Source port: 85292 (5292
port: domain

t: 65202 (65202), DSt Perk: domain (53)

# € m: Ox838c [validation disabled)
Domain Name Syites (query)

5)Yukardaki screenshotta da goruldugu gibi Source port (Scr
port ) = 65292 ve Destination port yani Dst = 53 uncu porttadir.

6) Asagida da gosterdigim gibi Varsayilan ag gecidi ve DHCP
sunucusu IP si 192.168.2.1 dir.Wire shar ta da gorulmektedir.
Benim Ip adresimde 192.168.2.3 dur.

ya ozgii DNS Soneki .
) tek PCle FE Family Controllew
DE-F1-BB-66—-CB

: feBB::7568:b485:187f edabx14(Tercih Ed

-38-DA
DNS Sunuc
Tecpip i

7) Bu standart bir query mesaj ve herhangi bir veri
icermemektedir. Yukaridaki screenshotta da gortulmektedir.

8) Asagida da gosterildigi gibi TYPE A class IN addres 4.31.198.44
ve DNS sekmesini actigimizda answer =1 gorilmektedir.



Fitee | ipaddrs = LO216L2 Save
Mo Tene Souce Destiration Precoced Lengeh Indo
3 1. SA456900 85.138.11.29 192.168.2.3 e 72 Source port: 59343 Destination port: 26325

& 2. 58053700 87. 2390, 55.78 192.168.2.3 7B 5938 > 50565 [PSH, ACK] Seqel Ack=25 win=260 Len=24
% 3, 00430000 85,73, 242,100 192, 168.2.3 [3 B2 50urce port: 45107 Destination port: 2632%
11 3.86343100102,168.2.1 192,168.2. 3 DHE 4Bl Standard guery response Owceal A 4.31.198.44

14 4. 06514300 4.

1.198. 44 192.168.2.3 TCR 62 hrep = 53832 [SwN, ACK] Seq=0 Ac

WinmL4600 Lons) M5S=1457 SACK_FE

17 4. 278685004, 31.198. 44 192.168.2.3 TCP €0 http > 33832 [Ack] Seqel Ack=332 wins15544 Len=0
18 4, 262313004, 31,198, 44 192.168.2.3 e 1506 [TEP sageent of & reassesbled POU]
19 4, 2B468400 4. 31.198. 44 192.168.2.3 TCR 1506 [TCP segment of a reassesbled POU]

questions: 1
Arswer RRS: 1

author ity RRs: 6

Additional mes: 11
i Queries

Arswers

Type: 4 (Host address)
Class: IN (Ox0001)
Tise To Tive: 30 minutes
Data length: 4
addr: 4. 30,198, 84 (4.31.198,44)
i Author {tative ramsservers
3 aoditfonal records

9)ilk SYN paketinde 4.31.198.44 IP adresinden cevap
gonderilmistir.

Flter | ipaddr=z151163.23 . Chear
e Tirme Source Destnation P)ma.ol lmgn Info
3 1.56456000 85_128.11.29 102.168.2.3 72 Sowrce port: $9345 Destination port: 26325
—
6 2. 58953700 87230, 55. 78 192.168.2.3 TCR 78 5938 » S0565 [PSH, ACK] Seqsl Acks2S Wins260 Lens24
—
9 3.004 30000 8%. 75,242, 100 192.168.2.3 62 Source port: 46107 Destination port: 263235
—
113.86343100192.168.1.1 152,168 NS 481 Standard query response Oxceed A 4.31.138.44
] 62 mrp

17 4.27868500 4,31, 108, 44 192.1€8.2.3 TR 60 WETp > 53832 [ACH] Sed-l ACK=512 Win=15544 Lén=0
16 4. 282313004, 31, 195,44 192.168.2.3 TCR 1506 [TcP segment of a reassesbled Pou)
19 4. 284684004, 31, 198.44 192.168.2.3 TCP 1506 [TCP segment of a reassesbled POU)

% Frame 12: 62 bytes on wire (406 bits), 62 bytes captured (496 bits) on interface &
i Ethermet 1T, Src: wistronI_bb:66:ch (F0:d :66:ch), Dst: Arcadyan_02:db:ed (00:la:la:
%
version: 4
weader length: 20 bytes
= ifferentiated Services Field: 0x00 (DSCP On00: Default; ECN: OmO0: NOT-ECT (Not ECw-Capable Transport))
Total Length: 48
rdentification: Ox7dda {32218)

10) Asagida da gorlldiigu gibi web sitesindeki resimler igin yeni
bir DNS query olusturulmamistir.



Fiter: ipaddra=152268.03

53 4.963763004.31.198. 44 192.168.2.3 1 200 oKk (Text/¢ss)
54 4.96376400 4, 31,198, 44 192.188.2.3 62 bitp > $3837 [N, ACK] SeqeD Ack=l Win<l45600 Len=l M55=145] SACK_PERM=l

57 4. 96657000 4. 31.198. 44 192.168.2.3 62 http > 33840 [SYN, ACK] Seq=0 Ack=l Win=l4600 Len=0 MS5=1432 SACK_PERM=

50 4.9E703400 4, 31,198, 44 192.188.2.3 62 hutp = 53838 [SvN. ACK] Seqel Ackel WineLl4600 Lans{ MSS=1452 SACK_PLRsL
60 4, 96703500 4.31.198. 44 192.168.2.3 62 hrtp » 53839 [S¥N, ACK] SeqeD Ack=l Win=14600 Len={0 MES=1432 SACK_PERM=]l

+ Frame 63: 457 bytes on wire (1656 birs), 457 byves caprured (1656 bits) on interface 0
# Ethernet 1T, Sre: wistronzbb:66:ch (F0:de:f1:bbig6ich), Dst: Arcadyan 02:4b:ed (00:1a:2a:02:4bzed)

version: 4
neader length: 20 bytes
# pifferentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Mot ECN-Capable Tramsport))
Total Length: 443
Identification: Ox7df9 (32249)
@ Flags: 0=02 (Don't Fragment)
Fragment offset: 0
Time to Tive: 128
Protocol: TEP (6)

D000 00 1a
0010 01 bb
0020 <0 2c
0010 FF 3c
0040 73 2f

B4
D080 31 0d
00Te 52 63

nslookup cmd kismindan www.mit.edu yaptigimizda asagidaki
Giktlyr gormekteyiz.

Fiter; ipaddras (311823 = Bpresion.. - Ciear Zoply e

e, Time Seurce Cestraton Pasaeces Lengeh lnfe
7156725700 192, 168.2, 1 139, 255.255.250  sim8 175 MSEARCH * WTTR/1.1
4 3.56070600 192, 168.2. 1 192, 168.2.3 Vo 124 Source port: sonus-legging Destination port: 51296
5 4. 56312600 192, 168.2. 3 139,255.255.250  ssoe 175 M-SEARCH = WTTR/1.1
8 3.38074500 192, 108. 2. 1 192.188.2.3 e 124 source w\ :\wms 1og¢mq DEsTATIon pOFt: 31296
7 7.36322300 192, 268.2. 1 239,235.2355.250  same 175 m-3EARH =
@ 9. 56074700 107, 268, 2.1 107, 168,73 e 314 Source pnrv Ao - ‘nogmg Deskination port: S1206
12 10. 6761540192, 168.2. 1 192.168.2.3 NS 100 Stardard query resporse On00OL FTR KT
13 10, 6765520 192.168.2. 1 102.168.2. 1 s 71 standard query 0xD002 & wew, mit, eds
14 10. 7363680 192.168.2. 1 192.188.2.3 NS 429 Standard Query resporse ONODOZ CNAME wewr. mit. edu, edgeley. net CRAME e7088. b, akamai edge. net

16 10. 7801400 197, 168.2. 1 192,168.2. 3 [T 707 Standard query resporse Qo003 CNAME wew. B1T. e, edgeley. nEL CNAME 67086, b. akama| sdge. net

% Frame 13: T1 bytes on wire (368 bita), TL Bytes captured (368 Bita) on interface O
& Erhernet 1T, Src! wistronI_bb:é6:ch (fOxde:f1:bbié6:ch), Osur Arcadyan_02 :4bzed (00:13:2a:00 rdb: eg)
& User DATAgram Protocol, Src Pork: 55516 (55516), st Merr: demainm (53)
Domain Nase Systes {guery}
[menponas 1n: 141
Transaction 20: Ow0002
@ Flaga: (w0100 sTandard query
Questions: 1
Angwer RRS: O
Auther ity #Rs: 0
additional maz; 0
< Quer1as
. mit.eda: type &, class In
Name: e, BT, edu
T A (Host acdress)
class: Iv (0s0001)

11) Source port 55516 ve Destination Port ta 53 dur. Yukaridaki
screen shottada gorulmektedir.

12) Daha o6nce ipconfig / all yaptigimizda da gordigimuz gibi
192.168.2.1 IP adresi benim local default DNS server IP
adresimdir.

13) Yukaridaki screenshottada gortldigu gibi TYPE A DNS
turtdur. Ve Answer veya bi icerik icermez.



14) Asagidaki screenshottada goruldugu gibi 1 cevap gelmis ve
icerigide asagida belirtilmistir.
Filter: |ip.addr==192168.23

1 S 3 2.1
16 10.7801400192.168.2.1 192 168.2.3

TRAL 8 WA U s Al FRARAR A MR ] F e st | GRAs a8 aew

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queries

- 1.2.168.192.in-addr.arpa: type PTR, class IN
Name: 1.2.168.192.in-addr.arpa
Type: PTR (Domain name pointer)
Class: IN (Ox0001)

- Answers

- 1.2.168.192.in-addr.arpa: type PTR, class IN, RT
Name: 1.2.168.192.in-addr. arpa
Type: PTR (Domain name pointer)
Cclass: IN (Ox0001)
Time to live: 2 hours, 46 minutes, 40 seconds
Data length: 4
pDomain Name: RT

16) Kendi bilgisayarimdan ve farkli bir bilgisayardan denememe
ragmen nslookup-type=NS mit.edu DNS icin timeout vermektedir.
Bundan dolayi lab foylnden trace indirme kismindan edindigim
tracelerle devam etmekte dolayisiyla IP adreslerinde farkhliklar
bulunmaktadir. Asagidaki screenshot a gore DNS query mesajinin
IP adresi 128.238.29.22 dir.



| faner E}""“"‘“— Clew  Rzply Save

Time Saurse Diestmation Protoc = e
483 30, 918636 128,238, U 23 128,238, 38, 160 BAS 176 sTandard quiry responsd ml Iﬁ BITSY, WIT, @du NS STramb, 51T, edy NS w20Ns.mIT. edu
. 38, A 29 NS 67 Standard guery 00003 WS mit.
NS 135 standard query responsse DW M‘l such name

s

B8 30 e0 108, DS 80 5tang qu
389 25. 565667 128.238.38.154 255.255.255.2%5  Decp 242 HCP Inform - Transaction 1D Ox7a7caase
325 21, 364005 128,238, 35,158 255,255, 295.2%5  Decp 147 pecP Tnform - Transaction 10 Ox7elcaase
f f 371 pevice ID: CH221C Port 100 FastEthernetd 30
BM 241 post Anmouncesent FQL“VC workstatfon, Server, NT workstation, Potemtial Browser
VAR MAST  presens seant WTHYE-LCO0 ek crarion  carcee 6T weekorarion  opreerial seseaae

8 0.514535  cisco_fo:fode
!!X 3 289153 12& Zl! .18 !?
014847 I3R I3

Insquest_in: iBal )
[Time: 0.000367000 seconds]
Tramaction 10 0x0001
4l Flags: OxB580 Standard query response, NO OFTCr
fuestions: 1

additional res: 0
% Gueries

S Arcwers
= 22.29.238.128. in-addr.arpa: Type PR, class IN, dns-prime. poly.adu
Name: 22.20.238.128. {n-addr.arpa
Type: PTR {Domain name poimter)
Class: I (Ox0OOL)
Time to Tive: 1 howr
pata length: 20
Bomaln Mame: did-peine. poly. sy

0000 00 09 &b 10 &0 99 00 b0 Ee 83 e4 52 08 D0 43 0D
0010 00 68 00 55 00 00 e 11 6 9d 80 ee 1d 16 6O er
0020 26 a0 00 33 Oe a0 00 34 25 35 00 01 85 BO 00 O1
0030 00 01 00 OO0 00 00 02 32 32 OF 32 39 03 32 33 38
0040 03 3 32 35 07 69 Ge 2d 6L 64 64 72 04 61 72 70
0050 61 00 00 G¢c 00 01 ¢ Bc 00 OC 0O 01 00 OO Oe 10
0060 00 14 09 64 Ge 73 24 70 T2 63 &d 65 4 7O 6F 6c
0070 79 03 6% 64 75 00

17)Type NS ve answer yani bir icerik bulunmamaktadir.

18)isim serveri bitsy, strawb and w20ns. Additional kismina bakar
isek Ip adresini buluruz.

Answers

mit.edu: type NS, class inet, ns bitsy.mit.edu
mit.edu: type NS, class inet, ns strawb.mit.edu
mit.edu: type NS, class inet, ns w20ns.mit.edu

Additional records

bitsy.mit.edu: type A, class inet, addr 18.72.0.3
strawb.mit.edu: type A, class inet, addr 18.7 1 U1
w20ns.mit.edu: type A, class inet, addr 18.70.0. 60

20)Asagidaki screenshotta da belirtildigi gibi IP = 18.72.0.3 dur.
Hayir benim default local DNS serverim degil. Bu bitsy.mit.edu ya
ait.



- Bm Ul Bgply Seve
L, T Destigtion,_ Prstoe & Length_ Info
7 0.230878 128.234.38.177 128,238,238, 255 BROWSEF 216 Gt Backup Liit ﬁma-t

97 4.186743 128, 235,38, 207 128,238, 38. 255 BROWSLE 254 Domafn/workgrouwp Announcement MSHOML, NT workstakfion, Dosain Crum
113 4.480080 128, 238, 38 i7r 128,238, 38,2355 BROWSEF 216 Gut Backup LisT Reguest
100 4. 2065200 128,238, 38.1060 18.72.0.3 DRE 82 standard query Ox0001 PTR 3.0.72.18. in-addr.arpa

104 4.203517 128, 238.38.160 18.72.0.3 DN5 74 standard query Ox0003 A www, aidt, or.kr
103 4, 307839 18.73.0.3 128,238, 38, 160 DS 156 Standard query response On0003 A 218,36, 04.200

- . ¥ v i i

% Frame 102: B3 bytes on wire (663 bits), 83 bytes captured (664 bits)
® Ethernet IT, Src: Ibm 10:60:99 [00:09:6b:10:60:99),. Dst: AlN-HERP-routers_00 (00:00:0c:07:ac:00)

@ Internet Protocol Versfon 4, Src: 128.238.38.160 (128.238.38.160), Dst: 18.72.0.3 (18.72.0.3)

4 User Datagram Protocol, Src Port: vipremoteagent (3752). Dst port: domain (53

- pomain Name System (query)

Transaction I0: 00002

Flags: 0x0100 standard gquery

questions: 1

Answer RRs: O

author ity RRs: 0

additfonal mrs: 0

= queries

=) wwni. ai 1T, or ke, poly. edu: type 4, elass IN

Name: wew, aiit.or. ke, poly. edu
Type: & (Host address)
class: IN (0x0001)

ww.atit.
Ty, edu. .

21)Yukanda da gortldugi gibi DNS TYPE A dir. Ve answer yoktur.

22-23) Asagidaki screenshot tada gorildigu gibi 1 answer var ve
icerigide screenshotta gosterilmistir.

Flter: E' Esprestion.. Clest Apply See
Now . Tme. SR .o Detinalicn oo logh le. e
7 0.230878 125.238.38.177 128,235, 38.255 BROWSEF 216 Get Backup r.'ist llmesx
97 4.1B6743 128.738.38.207 128. 238, 18. 255 BROWSEF 254 Domaindworkgroup announcesent MSHOME, NT workstatiom, Domain Enum
113 4.480689 126.238.38.177 128,238, 38. 253 BROWSEF 216 Ger Backup LisT Request
100 4.265206 128.238.38.160 18.72.0.3 ouE 82 standard query 00001 FTR 3.0.72.18. in-addr_arpa
101 4,278516 18.72.0.3 128,238, 38.160 NS 212 standard query response 0x0001 PTR BITSY.MIT.E0U
102 4.279430 125238 38160 18.72.0.3 [+ 83 standard query Ow0O0Z A wew.afit.or. kr.poly.edu
103 4.293283 18.72.0.3 126.238. 38.160 [ 135 standard guery response Ox0002 Mo such name
104 4.293517 125.238.36.160 1B.72.0.3 [+ T4 standard query Ow0D03 A wew. aiit.or.kr
105 4.307859 18.72.0.3 126. 238. 38.160 DNS 156 Standard query response Ox0003 A 21B. 36.94.200
af Ll

Authority RRs: 2
Additional RRa: 2
= Queries
wew, afft.or kr: type A, class I8
Mame: wew. aiit.or, ke
Type: A (Host address)
Class: IN (0x0001)

S owww.atiT.or.kr: Type A, class IN, addr 218.36.94.200

Mame: wew. aiit.or. ke
Type: a {Host address)
Class: 14 (0x0001)
Time to Tive: 55 minutes, 18 seconds
pata length: 4
Agdr: J18.36.94.200 (218, 26.94.2000

3 Authoritative nameservers

@ Additional records




