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KariC:“Uzers NASA>ipconfig

Windows II' Yap'landrmas?

Ethernet bagdazt®rtc® LAN-verhinding 3:

MHedya Duruma . . . . . . . . . . : Hedya Baglantis® kesildi
Baglant®ya Gzgii DNS Soneki . iy B

[Ethernet bagdaztirie LAM-verbinding

Medya Duruma . . PR Medya Baglants® kesildi
Baglant® yo Gogil D B -

Ethernet bagdast®r®c® LAN-verbinding:
Bag lan &
Baglant® ¥ B el < i 288 : : 7568 :h485 : 187F =
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{Kablosuz LAN bagdast®r*c?s® Draadloze netwerkverhinding 3:

Hedya Duruma . - « - i Hedya Baglant®s® kesildi
Baglant®ya Gzgti DNS Seneki o 15

Kablosuz LAN bagdast*r*c’s® Draadloze netwerkverbinding 2:

Medya Duru.rm s s 2 o2 = = = = = » = Hedya Baglant?s? kesildi
Baglant®ya Begii DN Soneki = &

{Kablosuz LAN bagdast®*r*c®s®* Draadloze netwerkverbinding:

Hedya Durwes . . . . . . . - . . I Hedya Daglant?s? hesildi
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Ipconfig /flushdns
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1-)Asia icin www.rediff.com denendiginde nslookup asagidaki gibi olmaktadir.

- ' - " *
MHicrosoft Windows triim 6.1.7688] =
= Telif Hakk® <{c> 288% Microsoft Corporation. Tiim haklar® saklidie.

184520 lab -3 dns Ka i

datasheet.pdf s“NASAZNs lookup www.rediff .com

192.168.2.1
v IGlivenilir olmayan wanit:
F 4 nd: al586.w3 . akanai.net
| 1 - 80.239.247.68

Wireshark

e

VS Express for
Desktop

SolidWorks 2013 »54
Edition

€
7

PIC C Compiler

FIFLAR IDE

2-) nslookup -type=NS.udi.org Avrupadaki bi Gniversite sitesi

r\" e

¥ —

! Microsoft Windows [Siiviim 6.1.76881]

Ib\;a Telif Hakk* <c) 2889 Microsoft Corporation. Tim haklar® sakl*d®*pe.
ab -3 dnc

re \NASANs lookup wuw.rediff .con
192.168.2.1

|Glivenilir olmayan yanit:
jAd= al1586 w3 .akanai.net
ddresses: B8@.239.247.
| 08.239.247.31
fliazes: www.rediff.com
www=h.rediff .con.edgesuite.net

CislserssNASA>nslookup ~type=NE . udi.edu
unknown gquery type: HS.udi.edu
[Varsayilan Sunucu: RT

fddress:  192.168.2.1

kS




3-) nslookup mail.yahoo.com ya baktgimizda ;

ite.net

fireshark

mina ugradi

3. Kisim ilk islemi;
4)

www.ietf.com icin wireshark ta bakildiginda asagida kirmiziyla belirttigim gibi
User Datagram Protocol yani UDP kullaniimistir.

Ml "LAN-verbinding [Wireshark 110.3 (SVN Rev
File Edit View Go Capture Analyze Statictics

Telephony Tools [nternals  Help

OcdAME BEXNE QAP BEaqaam @2 %% 8
Filter | ipadd==13216323 Brx;re«;m.. Clear & Save
Ma. Tirnie Sautee Destinatian Prataesl Length Infa

1.56456000 85.138.11.29 192.168. 2. UDR 72 Source por
1 ] & F 7 -~

6 2. 58053700 87.230. 55.78

SACK_PERM=1

B ] T i 7
27REB500 4. 11. 2 2 60 http > 53832 [ACK] Seqg=1 Ack=532 Win=
28231300 4. 31. z - B 1506 [TcP segment of a reassembled Fou]
28468400 4. 31. 198, 44 .168. 2. 1306 [TCP segment of a reassembled poul

72 bytes captured (576 bits) on interface 0
FOrdasF1 bk G6: ch = A 5 5

he

otoeol, Src P
65202 (65242)
: domain (53)

domain (52

: 65202 (65292), DST POrt:

Length:
4 Checksum: 0x858c [valddarion disabled]
7 Domain Name System (query)

0000 00 1a 2a 02 4b ed fO de f1 bb 66 cb 08 00 45 00
QOLO €0 3a 7d d9 00 00 &0 11 00 00 <O ab 02 03 O ab
0020 02 OL T OC 00 35 00 26 &85 8C Ce &) OL 00 0C QL
0030 00 00 00 00 00 €0 03 77 777 04 69 65 74 66 03
0040 €F 72 6F 00 00 01 00 01

“CAUsers NARA AppOataiLocal Temp.. | Packets: 190 - Displayed: 184 (96,8% - Dropped: 0 (0,0%) Profile: Detault
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5)Yukaridaki screenshotta da goruldiga gibi Source port (Scr port ) = 65292 ve
Destination port yani Dst = 53 lincli porttadir.

6) Asagida da gosterdigim gibi Varsayilan ag gecidi ve DHCP sunucusu IP si
192.168.2.1 dir.Wire shar ta da goriilmektedir. Benim Ip adresimde 192.168.2.3
ddir.

7) Bu standart bir query mesaj ve herhangi bir veri icermemektedir. Yukaridaki
screenshotta da gériilmektedir.

8) Asagida da gosterildigi gibi TYPE A class IN addres 4.31.198.44 ve DNS
sekmesini achigimizda answer =1 gorilmektedir.

Edt iew Go Copture  &nabyre S

ephany  Took Iitemab  Help

Qb @|msx

=8

Filier: ip.edde==192.163.23 |"| Expression. Cher Aoply Save
-5 Tima Source Dectination Protocel Langth Info -
Lpa =

3 1. 56458000 85,13

Questions: 1
Answer RRs: L
Autharity 2Rs: &
adgftional mes: 11
quarias
ANSWAIrS
waw. Tenf.org: cype A, class IN, addr 4.31.198.44
Name: ww. fecf.org
Type: A (Host address)
class: In (Ow00OL)
Tine o 1 30 minutes &
pata leng <
addr: 4.3 E.44 (4.31.198_34)

Profike Default



9)ilk SYN paketinde 4.31.198.44 IP adresinden cevap gonderilmistir.

“LAN-verbinding
Ele Ecit View Go Capture Analyze jtatistics Telephory Tools [ntemal Hep

e 4R 2O A TE IEEcam @ER% B

Filter: ip.addr==192168.23 [ o] Expression... clear Avply save
Koo Tine Scurce Destinetion Protocol Length Info
3 1.56456900 £85.138.11. 29 102.168.2.3 uDF 72 source port: 50345 pestination port: 26325

197.168.2.3 78 5938 > 50565 [PsH, ACk] Seqel Ack=25 win=260 Lens24

192.168.2.3 Source port: 46107 Destination port:

192.168.2.3 £ andard query rasponse Oxceel 4 4.31.198.44

e (1] ] £ 37 Win=15544 Len=D
192.168.2.3 1506 [TcP segment of a reassembled pou)
192.168.2.3 1506 [TcP segment of a reassembled poul

I il
[ Frame 12: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
© Ethernet II, Src: wistronI_bb:66:ch (fO:de:f1:bb:66:ch), Dst: Arcadyan_02:4b:ed (00:1a:2a:02:4b:ed)

version: 4
Header length: 20 bytes
1 pifferentiated Services Field: 0x00 (DSCP Ox00: Default; ECM: ON00: NOT-CLCT (Not CCN-Capable Transport))
Total Length: 48
Tdentification: Ox7dda (32718)
@ Flags: 0x02 (DO'L Fragment)
Fragment offset: 0
Time to Tive: 128
erararal s TER (RY

s

bi web sitesindeki resimler icin yeni bir DNS query

10) Asagida da goriildig

gi

olusturulmamistir.
o Mg ED 2 e DT L B aaq a8 @ mk @
Fille: ipedde==1921682.3 {-E&umnn... Clear Agply  Save
o, Time Source Destination Protocol Length Info

53 4.963763004.31.198.44 192,1668.2.3 HTTR 1335 HTTP/1.1 200 oK (text/css)
54 4.963764004.231.198. 44 192.158.2.3 TP 62 http > 53837 [5¥N. ACK] Seg-D Ack-1 Win-14600 Len-0 M55-1452 SACK PERM-1

65 4.971210004,31.1938.44 e . 3 > 53841

v Frame §3: 457 bytes on wire (3656 bits), 457 bytes captured (3636 bits) on interface 0
[ EChernet Src: wistronI_bb:ieb:ch (f0:de:fl:bb:66:ch), Dst: Arcadvan_02:4b:ed (00:la:2a:02:3b:ed)

version: 4
neader Tength: 20 bytes
1 pifferentiated Services Field: 0x00 (BSCP 0x0D: pefault; ECN: Ox00: NOT-ECT (NOT ECH-Capable Transport))
Total Length: 443

Identificati Ox7dfo (32249)
@ Flags: 0x02 {Don”t Fragment)

Fragrment offsex: 0

Time to 1ive: 128

Protocol: TOP (6}

S g
a4 64 7 7 2 s, lon =Tower Br
0050 B9 &4 67 65 2¢ 6a 70 67 20 48 54 54 50 2f 31 2a  14ge.ipg MTTR/L.
0060 21 Od 0a 41 63 63 65 70 74 Ja 20 2a 2f 2a 0d Qa 1..Accep €@ */*..
0070 52 65 66 65 72 65 72 3a 20 G8 74 74 70 3a 2f 2f sffel'vl'.' hetp: s/



** nslookup cmd kismindan www.mit.edu yaptgimizda asagidaki ciktiyi
gérmekteyiz.

e — e S———— Telepnany Iools interals Help
epAaMd BRI AavwvaT e (EE eaan EBRE &

Filter: | ip-addr==102.163.2.3 |_"| Ezprection.. Clear fpp'y Save
(-3 Time Source Destination Protocol  Length infe
3 1.56725700 192.168.2.3 239.255.255.250 S5DF 175 M-SEARCH * HTTP/L.1
4 3 56070600102.168.2.1 102.168.2.3 324 Source port: sonus-logging Destination port: 51296

BT “108. 2. z =15 4 Spurce port: Sonus-
7 7.56322300192.168.2.3 230, 255.255.250 S5DF 175 M-SEARCH * HTTP/L.1

9 9. 56074700 192.168.2.1 192.168.2.3 une 324 Source port: sonus-logging Destination porc: 51296

ogging Destinpation port: 51296

12 10.6761540 192.168.2.1 192.168.2.

2 2.3 DHS 100 Standard query respense 0x000L PTR RT
13 10.67665201902.168.2.3 192.168.2.1 DHE 71 standard quary 0x0002 A www. mit. edu
14 10.7565680 192.168.2.1 192.168.2.3 DHS 429 standard query response Ox00D0Z2 CNAME www.miT.edu. edgekey. net CNAME €7086. b.akamaiedge. net A

1€ 10.7801400 192.168.2.1 102.168.2.2 OHE 202 standard query response OxCO02 CMNAME www.mit.edu.edgekey.net CMAME e7086.b.akanaiedge. net
# Frame 13: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface O

# Ethernet II, Src: wWistr

1I_bb:G6:ch (FO-de:f1:bb.G66:ch), Dst: Arcadyan 0Z:4b.ed (00:1a:2a:02:4b:ed)

User Datagram Frotocol, Src Port: 55516 [55516), Dst Port: domain (53}
& Domain mame System (query)
Response In: 14
Transaction ID: 0x0002
@ Flags: Ox010C Standard query
qQuestions: 1
Answer RRS: 0
authority RRs: D
additional res: 0
B Queries
= www.mmit. edu: type A, class IN
Name: www.mit.edu
Type: A (Host address)
Class: IN (0x0001)

Q000 00 la 2a 02 4b ed O de f1 bb 66 cb 0F 00 43 00
0010 00 39 7 bhc 0D 00 80 11 00 00 c0 ad 02 03 cd a8
0020 02 01 dé dc 0D 35 00 25 85 8b 00 02 01 00 00 OL
20 DO 00 0D 00 [ U G 5]

oo 00 0

@ 2| Ted Rem (e, 17 bytes | Packsts: 17 - Displaged 12 F06%) - Dropped: 0 (0,0%) | Profile: Default

11) Source port 55516 ve Destination Port ta 53 dur. Yukaridaki screen shottada
gorllmektedir.

12) Daha 6nce ipconfig / all yaptigimizda da gordiiglim(iz gibi 192.168.2.1 IP
adresi benim local default DNS server IP adresimdir.

13) Yukaridaki screenshottada gorildiigi gibi TYPE A DNS tiirtdur. Ve Answer
veya bi icerik icermez.



14) Asagidaki screenshottada gorildiigi gibi 1 cevap gelmis ve icerigide

asagida belirtilmistir.

 *UN-verbinding [Wireshark 1103 (SVN'REv S3022 Fom /i L0 ™
Eile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
coAME ERXR Aes29T2[EE QQQ B |
Filter: ip.addr==192.168.2.3 F Expression.. Clear Apply Sawv
No.

Time Source Destination Protocol Length Info

12 10.6761540192.168.

7565680192.168.2.1

2.1 192.168.2.3 100 standard
192.168.2.3 DNS 429 standard
: 440 15 TS0 16K D1 — e

16 10.7801400192.168.2.1 192.168.2.3 DNS 202 standard
T S A G T S SR VAT
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0O
- Queries
1.2.168.192. in-addr.arpa: type PTR, class IN
Name: 1.2.168.192.in-addr.arpa
Type: PTR (Domain name pointer)
Class: IN (0x0001)
Answers
5 1.2.168.192.in-addr.arpa: type PTR, class IN, RT
Name: 1.2.168.192.1in-addr.arpa
Type: PTR (Domain name pointer)
Class: IN (0x0001)
Time to live: 2 hours, 46 minutes, 40 seconds
Data length: 4
Domain Name: RT



16) Kendi bilgisayarimdan ve farkli bir bilgisayardan denememe ragmen
nslookup-type=NS mit.edu DNS icin timeout vermektedir.Bundan dolayi lab
foylnden trace indirme kismindan edindigim tracelerle devam etmekte
dolayisiyla IP adreslerinde farkhiliklar bulunmaktadir.**

Asagidaki screenshot a gére DNS query mesajinin IP adresi 128.238.29.22 dir.

| dns-ethersel-trsce-3 (W -110)
File it View Go Coptore fnsiyze Satistics Telephony Tools Intemmols Help
e dnf BERRSZ Aesn T2 &) @ e |@EmE ')

Filter: | IEI Expression.. Clear Apply Save
. Time Source Destinaton Protoo = Length _ixn
T
403 20 Q18636 128.238.20.22 128.238_2R.160 DNS 176 Standard guery response Ox0003 NS bitsy.mit.edu NS strawb.mit.edu NS w20ns. mit. edu
492 30. 918275 128.238.38.160 128.238.29.22 DS 67 standard guery 0x0003 NS mit. edu
491 30. 018044 128.238.20.22 128.238.38.160 ONS 135 Standard cuery response Ox0002 No such name

490 30. 917700 128.238.38.160 128.238.29.22 DNS 76 Standard gquery 0x0002 NS mit. edu. poly. edu
; -

: 128.238. 38. 18 Standard guery response Ox0001 PTR dns-prime.po
488 30. 916492 1728. . 38. 128.238.29.22 DNS 86 standard gquery Dx0001 FTR 22.29.238.128. in-addr.arpa
389 25. 565667 128.238. 5 255.255,255.255 oHCP 342 pHCP Inform - Transaction ID Ox7eicaale
325 21. 564095 128. . 38. 255.255.255.255 DHCP 342 pHCP Inform - Transaction ID Ox7e7caaSe
B8 0.514535 Cisco_fc:TO:de CDP/VTP /DTP /PAGP/UCCOP 371 Device ID: DB221C Port ID: FastEThernetO/ 30
5§53 24.280153 128.218.38.252 128.238. 28,255 BROWSEF 243 Host Announcement POLYME, Workstation, Server, NT Workstation, Potential Erowser

%73 37 G14RAT 7R IIN R 128 23K IR IS8 RROWSEE 74 HAST armaincam

T WINXD-1£0MNd  warkeratinn  seruar  NT warkerarian  earanrial Rrawsar
In.

S —

[Reguest In: 488]
[Time: 0.000367000 seconds]
Transaction ID: Ox0D00L
Flags: 0x8580 standard query response, Mo error
Questions: 1
Answer RRs: 1
Autherity RRs: @
Acditional RRs: O
Queries
ANSWErs
[ 22.29.238.128.in-addr.arpa: type FTR, class IM, dns-prime.poly.edu
Name; 22.29,236.126. In-addr.arpa
Type: PTR (Domain name pointer)
class: In (000013
Time to live: 1 hour
pata length: 20
pomain Name: dns-prime, poly.edu

0000 00 0D €b 10 50 99 00 b0 Se £2 a4 54 0B 0O 45 00

m

0010 00 68 00 55 00 00 7e 11 6 9d 80 ee 1d 16 80 se

0020 26 a0 00 33 Qe a0 00 54 235 35 00 QL 85 80 00 01

0030 00 0L 00 00 D0 00 02 32 22 02 32 39 03 32 33 3

0040 03 31 32 38 07 69 6e 2d 61 64 64 72 04 €1 72 70

0050 61 00 00 Oc DO OL <O Oc 0c 00 OL 00 €O Oe 10 .

O0ED 00 14 09 64 Be 73 2d 70 72 69 6d 63 04 70 6f éc svodns-p rine.pol
0070 72 03 65 64 75 00 v, edu.

© BT File "CAUser\NASA\Deshtep! Vani Klssénd.. |Pack.. |Profile: Default




17)
Type NS ve answer yani bir icerik bulunmamaktadir.
18)

isim serveri bitsy, strawb and w20ns.

Additional kismina bakar isek Ip adresini buluruz
Answers

mit.edu: type NS, class inet, ns bitsy.mit.edu
mit.edu: type NS, class inet, ns strawb.mit.edu
mit.edu: type NS, class inet, ns w20ns.mit.edu
Additional records

bitsy.mit.edu: type A, class inet, addr 18.72.0.3
strawb.mit.edu: type A, class inet, addr 18.71.0.151
w20ns.mit.edu: type A, class inet, addr 18.70.0.160

20)

belirtilen siteden indirerek yaptim.**

Asagidaki screenshotta da belirtildigi gibi IP = 18.72.0.3 dur. Hayir benim
default local DNS serverim degil. Bu bitsy.mit.edu ya ait.

Ml droeetheres-tince-d T

Ele Edit Yiew Go Intermak  Help

©® &M EEeaan @#=Zmx @
Filter: E|Wession_ Clear Apply Sove
R ol B e
T 0.230878 128, 238.38.177 128,238, 38,255 BROWSEF 216 Get Backup List Request

97 4.1B6743 128, 238.38.207 128.238.38.255 BROWSEF 234 Domain/workgroup Anncuncemant MSHOME, NT Workstation, Domain Crum

113 4.4B0689 128.238.38.177 128.238.38.255 BROWSEF 216 Get Backup List Request

100 4.265296 128, 238. 35.160 18.72.0.3 NS B2 standard guery OxDOOL PTR 3.0.72.18. fn-addr.arpa

2B (&1 W T LT

e fetrtrtnirti s o=y DT e
18.72.0.3 DNS 74 standard guery OxD003 A www. aiit.or.kr
L28.238. 38. 160 NS 156 standard query response 0xD003 A 218. 36.94. 200

104 4.293517
105 4.307859

# Frame 102: 53 bytes on wire (664 bits), 82 bytes caprured (564 bits)
Ethernet IX, Src: Thm 10:60:99 {00:09:6b:10:60:99), Dst: All-HSRP-routers_00 (00:00:0c:07:ac:00)
1 Internet Protoce]l version 4, Src: 128.238,38.160 (128.238.38.1607, pst: 18.72.0.3 (18.72.0.3)

user patagram protocol, src Port: vipremoreagent (37523, psp Port: domain (533
= Bomain Name System (query)
sponse In: L

Transaction ID: Ox0002
¥ Flags: Ox0100 standard guery
questions: 1
Answer RRs: 0
Authority RRs: O
aAdditional RRs: O
= auer fes
B www, aiit.or, kr.pely, adu: type A, class IN
Name: www.aiit.or. kr.poly.edu
Type: A (nost address)
class: IN (0x0001)

@ M | Frame (rame), 83 bytes o Prefile: Default



21)Yukarida da goruldigu gibi DNS TYPE A dir. Ve answer yoktur.

22-23) Asagidaki screenshot tada goruldigi gibi 1 answer var ve icerigide
screenshotta gosterilmistir.

B Ee o G a2 ook AR P el
co AN BEXRE AeeaTL FE Qe NS % B

Fiker |_T Expression.. Cles Apply Seve
R | [P Destingtion Patoor = LengIh oI e e e
7 D.230B7E 128. 23B. 3B. 255 BROWSEF 716 Gat Backup L1ST Request

o7 4.186743 128.2368. 38.255 BROWSEF 254 Domain/workgroup Announcement MSHOME, NT workstation, Domain Enum
113 4. ABOEE9 128, 238.3E.177 128,238, 38.255 BROWSEF 216 Gat Backup List Request
100 4.265296 128.238.38.160 18.72.0.3 oNS B2 standard guery 0x0001 PTR 3.0.72.18.1n-addr.arpa
LUl 4.278516 18.72.0.3 124.136.38.100 ONS 2171 standard query rasponse OXODOL FTR BLTSY, WMIT.EDU
102 4.279430 128.238.38.160 16.72.0.3 Dhs 83 standard guery Ox0002 A www.aiit.or.kr.poly.edu
103 4.293283 18.72.0.3 128.238. 38.160 DNS 135 standard guery response Ox0002 Mo such name
104 4.293517 128,238, 38.140 18.72.0.3 oNS 74 standard guery 0s0003 A www. aiit. or. ke
0 7 18.7. 38 - 180 Standard rasponse OxQD03 A 218, 36.94.200

authority RRS: 2
additional RRs; 2
= querfes
E www.ajit.or.kr: type A, class IN
Mame: www.aiit.or kr
Type: A (Host address)
€lass: IN (0x000L)
= Answers
E www. afit.or.kr: type A, class IN, addr Z1E.36.94.200
Name: www.aiit.or. ke
Type: A (Host addrass)
Class: IN (0x0001)
Time o 1ive: 55 minutes, 38 seconds
pata length: &
I1E. 36,094,200 (21E.15.94.200)
# authoritative nameservers
¥ additional records

0000 SRR




