Bilgisayar Aglari Lab - 1

Rapor

1) http:/gaia.cs.umass.edu/wireshark-labs/HTTP-wireshark-filel.html icin sorulan sorular

1-) Benim browserim HTTP 1.1 kullaniyor. Bunu ilk yazilan URL de gbdderinin yaninda “HTTP/1.1 “

yazmasindan anliyoruz.Serverda da " request version: HTTP/ 1.1 " yazmasindan serverinda HTTP1.1
kullandigini anliyoruz.

JUSVN Rev 53022 from /tnunk-LLO) | e 2. ]
Fée §dk Wew G0 Cape Amahze jtatsucs Telepnony Iools jntermals Help

R ARA  ERRR AeraTLIEEaccaen a0me B

Fites: | hitp |T| Eepression..  Cleat Zprdy  Save
B Tiere Source Destination Protecol Length Info
25 5.00825900192.168.2.3 128.119.245.12 HTTP 458 GET /wireshark-1abs/HTTP-wireshark-filel. html HTTF/1.1
27 5.18156200128.110.245.12 102.168.2.3 HTTP 482 HTTP/1.1 200 OK (tewt/hTal)

34 5.43779300126.119. 245.12 132.168.2.3 HTTR 564 HTTF/1.1 D& Not Found Ctext/html)

= Ether istr um bb: 56: (l.: (r. de:f1: m; 66:ch), Dst: ar fad)mll 02: ah: ed (00:14:24:02: -lh'ed)

& Transmission conll:ro‘l l"rm:or.m, src port: 59569 "59:69)‘ Dsr P‘D('I: m::p (80), seq ]., Ack: 1, Len: 404
nypirta:ﬁ Transfer rofocol
= GET /wireshark-1abs WiTP-wireshark-filel. beal HTTR/L, 2150\
o [Expert Info (Chat/Sequence): GET /wireshark-1abs HTTP-wireshark-filel.hte] HTTR/1.1%r\n]
Request Method: GET
Request URL: /wireshark-labs/HTTP-wireshark-filel.htal E
Reguest version: HTTPR/1.1
Host: gala.cs.umass. edu®,
Comection: kesp-alive\r
Accept: text/html,application/shtal+xnl,application/sml: g-0. 9, inage/webp,* /*;g-0. B'r'n
user-agent: Mozi173/5.0 (Windows NT 6.1; wOwd) Applawebkit/537.36 (KHTML, 1ike Gecko) Chrome/30.0.1%99.101 Safari/ 537,38\ rn
accept-gncoding: grip.deflate, sdchrn
Accept-Language: tr-TR.tr;q=0.8,en-u5s;g=0.6,en;g=0.4'rin

2-) Yukaridaki print screen de de gésterildigi gibi language kisminda ;
Accept-Language: tr-TR,tr;q=0.8,en-US:q=0.6,en;q=0.4\r\n

Yazmaktadir.Buda bize ingilizce ve tlrkce kullanimin oldugunu gostermektedir.

wiresnarx-nie L.ntm

Burada 192.168.2.3 IP adresi benim bilgisayarima ait iken ; 128.119.245.12 IP adresi Server a aittir.
4-) Status kod olarak “HTTP/1.1 200 OK (text/html)” génderilmistir.

5-) Son yenileme tarihi “ Last-Modified: Sat, 02 Nov 2013 18:36:01 GMT\r\n “ burda da belirtildigi gibi
2 Kasim 2013 Saat:18:36 dir.



6-)Content length asagidaki print screen de de gosterildigi gibi 128 b dir.

I &

Fie [dd Wew o Coptwe Ensbyoe Qalntics Telephony Tock fntersds  Help

&g A .= o
Fiers | bty _'j&ﬂmhn-- o Appy Sawe
Mo Time Souce. Destistion Protocel Length nfs

27 5. 1815620 128,119, 245.12 192.168.2.3 HITE 482 WTTP/1.1 200 0 (teat/html}

34 5 4377900 128,119. 245,12 192,168,2.3 HTTE 564 HTTR/1.1 404 Nok Found  (text/html)

T ATALSCSner T

w [expert 1nfo {chat/sequence): WrTe/l. 1 200 o\rin}
Hequest version: WrTP/1.1
Status Code: 200
Response Phrase: 0K
Date: sat, 02 Mov 2013 18:36:07 QNTurin
SETVATT ARRCHA/Z. 2.3 (CanTos)iria
Last-Madified:
Crag: “E7i4d-8 L
Atcept-ranges! bytesirin L

tineout=10, maxel00hrin
Keep-Aliveirin
: vext/hinl; charseretTE-84riin

Keep-Al v
Connectio

3
-AlTY €7 timen
V=10, @ ax=100, . T
Connacti on: Keep
-Alive.. Content-

0110 75 74 3 31 30
[ 43 6 bu Go 0%
0130 20 41 6 €3 76
@ 2 TP Contena-Length

7-)Header lar listeden bakildiginda goziikmesede paket icerigine girildiginde hepsinin header | vardir
ve goziikmektedir. Ornegin ; Asagidaki print screen de isaretli kisim header 1 géstermektedir.

Fir [64 Vww Go Copure Srayre Shaities Tephery Toch laeuh  Hep

s A =@ nesaFIEEacan ARRR B
Eiter g =] Epresion.. Clear sy Swve
M, Tima Souren Datingtser Brctresl Langth lmio
27 5.18156200128.119. 245.12 192.168.2.3 HTTP 482 RTTA/1.1 200 0K (text/haml)
34 5.43779300128.119, 245.12 192.168.2.3 NTTR 564 WTTP/1.1 404 Not Found (text/htmi)

= Frama 27: 482 byzes on wire (3856 bits). 482 bytes captured {3856 bits) on inmterface 0 -
= EThernet II, Sro: Arcadyan_02:ibied (00:1a:2a:02:4bied), Dst: wistronl bb:e6:ch (f0:de:fl:bb:e6:ch)
: Inmerner Provece] versiom &, Sec: 128.119.245.12 (128.119. 245.12), O=r: 192, 168.2.3 (192.188.2.3)
wersion: 4
weater Tength: 20 bytes
= Differentiated Services Field: 0x00 (DSCP Ox00: DeFauTr; ECH: Dxd: Not-ECT (Mot ECM-Capabile Tramsportd)
Total Length: 46§
Identification: DwGab7 (25527}
= Flags: Oxi2 (Don'T Frageent)
Fragment offsex: o
Time to Tive: 50
(&)

[

[gad: False]
Source: 178,118, 745,12 (128.119,245.12)
pestinatfon: 103,168, 2.1 (192 168.2.7)
[source GeolP: unkrngen)
Tmestination ceors: urknown |

Ol 04 631 b7 40 B0 32 06 Bl B0 77 5 0c c0 af -

o 03 00 b eB bl &% 47 20 6h TE 55 50 18 =

00 36 a8 ca OD 00 48 34 54 30 2f 3 2e 31 20 32

30 30 20 Af 4b Dg Oa 44 €1 74 65 3a 20 53 61 T4

2c 20 30 32 20 e 6f 76 20 32 30 31 33 20 31 3R

3a 33 36 3a 30 37 20 47 a 33 6% 72 =
1 [Fnacar chocks oo g ksarr v



2) http:/gaia.cs.umass.edu/wireshark-labs/HTTP-wireshark-file2.html icin sorulan
sorular:

8-) Hayir IF — Modified — Since satirim gérmedim.

mwwm e ————
0@115‘!'2"'825’\9$w$ﬂ|§[ﬁ G Q@ EEm e
lm:_mp :]fwm—ﬂﬂﬂﬂp’YSm

Ke.

$2.268.2, ¢ HTTR /1.
2309, 255,255,250 5507 175 M-SEARCH *

19 5. 87213600 128,119, 245,12 182.168.2.1 HTTR 235 WTTP/1.1 34 Not Modified
23 6.46759300 192.168. 2.3 230,255, 255. 250 S50P 175 M-SEARCH * HWTTP/1.1

@ Frame B: 484 byres on wire (3872 bits), 464 byves caprured (3872 birs) on interface 0
W Ethernet IT, Src: wistronT_bb:66:ch (fl:de:f1:bbi66:ch), DSt: Arcadyan D2:4bied (00:1a:2a:02:4b:ed}
il

psT Port: hrtp (a80). Seq: 1, Ack: 1. Len: 430

Host: gala. cs.umass. edu'
connection: kesp-alive.rin
Cache-Control: max-age=04r\n
accepr: Text/heml, appiication/xhenlswel, appiication,/xml; g=0.9, image mebp, * = 0. 85rin
user-Agent: #oZ111a/5,0 (windows NT 8,15 wowBe) ApplowebRIT/S37.38 (KHTML, Tike Gucko) chrone 30,0, 1599, 100 saf ari/337, 36 n
Accepr-tncoding: gzip.sef late, sdchivrun
Accupt-Language; tr-TR,trig=0, &, en-us;g=0. 6, en; =0, 440
‘\rl'\"
[Full request URT: http:/ ‘gaia. cs. umass. eduwireshark-labs MTITP-wirsshark-filed hrwl]
[HTTP request 1,/2]
Ieesponse in frame: 121

Inexy request in frame: 141
12 23 02 4b ed F0 de F1 bb 86 cb 08 00 45 10 ..".K... ..
oum 01 B 51 96 40 0D 5D 06 DO 00 c0 a3 0z 03 53 77 Qe .
5 (c &9 da 00 50 Fc fa :l‘a)fb cb 91 di S0 1E LR
0030 1 1n 10 £8 00 40 47 43 &4 70 3¢ 37 ga 73 g8 13 .GE

T
0040 6B ﬂl "2 ﬂ: 2d 6c 61 62 ,! JF -Il H 54 SD 2d ?? hl'lc-'lab 5/ HTTP=N -
ARTA AR T Ee £4 33 ak = e T i 0 P

L]

9-) Evet server kesin olarak text cevabi verdi bunu da serverin verdigi cevabin icindeki bu
yapidan anlayabiliriz. Ciinkii bu sekmenin icerisinde Line-based text data: text/html kisminda

“Congratulations again! Now you've downloaded the file lab2-2.html.
This file's last modification date will not change.

Thus if you download this multiple times on your browser, a complete copy
will only be sent once by the server due to the inclusion of the IN-MODIFIED-SINCE
field in your browser's HTTP GET request to the server.”

Bu yazi yer almaktadir.

10-) ikinci GET de IF — MODIFIED — SINCE yazis1 bulunmaktadir. Asagidaki print screen
de de gosterilmektedir.Print screen e gére en son 2 kasim 2013 saat : 19:29:01 de modified
edilmistir.



Capture Gtatigtics Tebephony T
o s ME EMES aeseTa Qe n @R ms B
Fitter: ' hitp Bnpuam_ Ciear 2rphy  Save
Mo Timm Souce Destinabicn Protocel Lo Inla
12 2. 74597700 125.119.2‘5 12z 132.168.2.3 HTTP 726 HTTP/1,1 200 QK ('I:E'I'I:(ll‘l:.'l)
16 3.46753500 192.168.2. 239,255, 255,250 SSDP 175 M-SEARCH * HTTP/1.1
18 5.71199400 192.168.2. ! 128,119, 245,12 HTTP 571 GET /wireshark-Vabs WTTP-wireshark-file2. htw] HTTP/1.1
19 5. 87213600 128.119.245.12 192.168.2.3 HTTR 235 HTTR/1.1 304 Kot Modified
23 6.26759200102.168.2.3 238,255, 255, 250 S50F 175 M-SEARCH * HTTR/1.1
@ Transwission Control Protocol, Src Port: 59722 (50722), Ost Port: http (80), Seq: 431, ack: 673, Len: 517 -

w [Expert Info (chat/Sequence): GeT /wireshark-1abs/WrTr-wireshark-rile2.htm] WiTR L. 1hrin]
nequest Method: GET
Request unl: Swireshark-Tabs/WrTe-wireshark-Filez. himl
HRQuest verston: HTTR L.l
wost: gata. cs.umass.aduirin
connection: keep-alivelrin
cache-control: max-age=irin
ACCOPT: Toat/himl, appl Tation/ shual+xal  app] TCat Ton uml  q=0. 9,1 Swihp, # % g=0, LN
user-Agant: wozf11a/5. 0 (windows NT 6,17 wowSd) Applewebelit,/537,36 (RHTML, T1ke Gecko) chromee/30.0.1599.100 safarl /557, 384 rin
ALLupt-Enceding: galp.derlace, sdehiryn
ACCRPT-Languages tr-TR,trig=0. §.en-usiq=0.6,en: q-0.4'r'\n
1f-w 8008 -173-blebd9a0™ v\ n

0 Nov 2013
)
[Eud) requany URY: hrrg:/igaia, cs, umnes, edu/wirsshark-Tabs WTTP-pireshark-f11e2 hrel]
(HTTP request 2/21 -

20?26{35
64 39 34 30
&

Packets: 33 - Displayeid & (18, 7%) . Droppest ) £,0%)
- |

11-) HTTP status ikinci get ten sonra 304 yani => Message: HTTP/1.1 304 Not Modified\r\n
Serverdaki bilgide bir degisiklik olmadig icin ilk get te yiiklenen yazi cache den ¢agirilmustir.

3) http:/gaia.cs.umass.edu/wireshark-labs/HT TP-wireshark-file3.html icin olan sorularin
cevaplari :

12-) Print screen de de goriildigii gibi 1 tane GET mesaji var.

Fle Edt View Go Capture fnabyee s-mmuvm-;rmk Itansts Hep
e AN BENEE aeneFs FE A 2% B

Filler | hitp | ™| Expression.. Clear Zpply  Seve
Hi. Tene Desnation {Profoced Lengih Inla
> : e irashark-1ans/HUTP-wir eshark-£1183, heml WITP/1, 1

1 zmsnm 128,119, 245,12 192.166.2.3 TE/L. L 200 Ok (Text/hrml)

@ Frams 41z 458 bytes on wire (3664 bits), 458 bytes captured (3661 bits) on interface O
4 Exharnes IX, Sro: Wistron_bbiGG:ch (FOide:Fl:bbi06:ch), Ost: arcadyan_02:dbied (00:1a:2a:02:4b:ed)

e
@ Transmission Control Protocel, Src Port: 59733 (59733}, Ost Port: http (80), Seq: 1, Ack: 1, Lem: 404
@ et - R 5




13-) TCP sekmesinden baktigimzda alttaki print screen de oldugu gibi 1452,1452,1452,447
byte kullaniyor.Tcp 4 data paketi tagiyor ve toplam boyut Content — lenght 4500 byte.

-_—— .~ ra—

s Toephony Jook Interak Help
EaR@ ResaF L [EE eeaan @8 % 8
[w] Exprnscioni.. Cloar Apply Save

Protocol Length Info

= Frame 15: 50L bytes on wire (4008 bits), 50L bytes captured (4008 bits) on interface O

i Ethernet II, Src: Arcadyan _02:4b:ed (00:1a:2a:02:4bzed), Dst: wistronI_bb:&6:chb (fo:de:fl:bb:6&:ch)

v Internet Protocol version 4, Src: 128.119.245.12 (128.119.245.12). Dst: 152.168.2.3 (152.168.2.3)
Transeission Control Protocol, Src Port: htep (B0}, Dst Port: 60025 (60025), Seq: 4357, ack: 431, Len: 447
= [¢ reasseablod TCP segeents (4803 bytes): SLL(L4352), #L2(1432), #14(14352), #15(247)]

511

2 (447 pypesy]

L6pl. »<stron
gr<h3zam endment
xe/h3ze /strongs

14-)  Status Code: 200 yani OK konumunda

15-) Haywr , HTTP ve TCP de bagka durum bildiren bir yap: yok .



4) http://gaia.cs.umass.edu/wireshark-labs/HTTP-wireshark-file4.html i¢in olan sorularin
cevaplari :

16-) Asagidaki print screen de de goriildiigii gibi 3 tane GET komutu bulunmaktadr.
Bunlardan 3 tane geri donen IP vardir bunlar 128.119.245.12 , 165.193.140.14,
128.119.240.90

File Edit View Go Cu‘ld Anshyze Stetistics Telephony Tools Intemels Help
seaANd BEOXS AesaT i ER Qe @#0R% B
Fiter: | hita [ Expression.. Glesr Aopiy Sove

He Tirne Source Destinat Pratocel Length Info

2 2.46945800152.1568.2.1 . S0P 375 NOTIFY * HTTP/
3 20300 152,168, 2 1 : S5DOP 375 NOTTEY

12 3. 11666500 . .11 192.168.2.3 1096 HTTP/1.1 200 oKk (text/heml)

® Frame 3: 375 bytes on wire (3000 bits), 375 byres captured (3000 bits) on interface o

# Ethernat II, Src: Arcadyan_02:4b:ed (00:1a:2a:02:4b:ed), Dst: IPvdmcast_7F:ff:fa (01:00:5e:7F:Ff:fa)
® Internet Protocol Version 4, Src: 192.168.2.1 (192,168.2.1), bst: 239.255.255.250 (239.255.255.250)
& Usar Datagram Protocol, Sre Port: zephyr-hm (2104), Dst Port: ssdp (1900)

... 810
* HTTR/
ATION: h trp://19
2.168.2. 1:55345/
.« HO5T: 229, 255,
255.250: 1900, .5€
RNER: PO SIX, LUPD

1 S s i
SRIRIB R & h

%) - Dropped: 0 (0,0%) Profle Defeul

17-) Bu yapiya bakildiginda iki resim icin iki TCP baglatisi kullamldigim goriiyoruz ve bu da
seri indirildigini gosteriyor.



5) http://gaia.cs.umass.edu/wireshark-labs/protected pages/HTTP-wireshark-file5.html icin
olan sorularin cevaplar :

18-) HTTP GET in ilk status kodu asagida da belirttigim gibi 401 yani “Authorization
Required “

! hork §
Fie Edit Yiew Go Capture Snalyze Statistics Telephony Took [Intemals Help

codnd BREXR Se+»9T7a @R Qa0 B8 % (B

Fiter: | hetp 7] esprestion... ciear appy sae
Ma Tirme Source Desti Frotocol Length Info .
9 0.43014900 Ta80: :7568:ba85:107 Ffo2::C 509 562 NOTIFY * HITR/l.1
14 2.46003400192.168.2.3 239.255.255.250 S50F 476 NOTIFY * HTTP/I.1
15 2.46011800 TaB0:: 7568 :b485: 107 F102::C S509 508 NOTIFY * HTTR/1.1
28 6.42673200 102,168, 2.1 239,255,255, 250 SEDP 365 NOTIFY * HTTP/1.1
29 6.42752400192.168. 2.1 239.255,255, 250 S50P 365 NOTIFY * WTTP/1.1
31 6.57534400 128,119, 245.12 192.168.2.3 HTTP 827 HTTP/1.1 401 Authorization Required (text/htaml) |=
79 37.8039440128.119.245.12 192.168.2.3 HTTP 4B6 HTTP/1.1 200 oK (text/html})
118 39. 2410450 192.168. 2. 3 239.25%.255.250 Ss50P 17% M-SEARCH * HTTR/1.1 1
126 42.2407920192.166.2.3 239.255.255.250 530 175 M-SEARCH * HTTP/1.1 -
« i )

+ Frame 31: 827 bytes on wire (6816 bits), 527 bytes captured (8616 bits) on interface O

# Ethernet II, Src: Arcadyan 02:4b:ed (00:1a:2a:02:4b:ed), Dst: wistronI bb:66:ch (FO:de:f1:bb:66:ch)

@ Internet Protocol Version 4, Src: 128.119.245.12 (128.119.245.12), DsT: 192.168.2.3 (192.168.2.3)

# Transmission Control Protocc]. Src Fort: http (803, Ost Port: GO150 (60150). Seq: 1. Ack: 421. Len: 773

+ L
/1.1 401 Authordzation AU
3 [Expert Info (Chat/Sequence): HTTP/1.1 401 Authorization Reguired\rn]
mequest wersfon: mrre/L.1 |
Status Code: 401
RESPONS & Phirase: authorizacion Rﬁquh'ﬂd |
Date: 5at, 02 Nov 2012 20:26:55 @uTi\ri\n |
server: apache/7.2.3 (Cenros)yrin
www-Authenticate: Dasic realm="wireshark-students only™rin
& Content=Length: 486%r\n
Keep-alive: timeout=10, max=100r'n
Connection: Keep-alivairin
00 36 ce 54 6. T..HT TF/1.1 B -
20 4 6f 6l 59 6f & Autho rization i
(3] 65 7 Require d..Date: La

75

61 32 02 How 201
32 3a 0:26: 55 @NT..
72 7 0 £ 5 “i apache/2
Ze 3 65 S2.3 (Ce NLOS)..w

7. wa-authe nticate:

Ba:i: F ealm="wi =

Profile: Default



19-) ikinci GET te ise sifre girildikten sonra ;

Vi -G Coptove B s Teghsoy

e E Toch tmnah Hebo
oAl g EORAR A TR EE acaaD @B% % B
Fose e [+] epeession. et g swve
e Time Source Desticution Fratoced Length Info -
9 0. 43004900 Ta80: :T5656: 465107 FFO2::C S0P 562 NOTIFY * HTTP/Ll.1
14 2.46003400192.166.2. 3 239, 255. 255. 250 5508 476 NOTIFY * HTTE/1.1
15 2.460L1800 Ta80::T568:b455 107 T02:: ¢ 5508 508 NOTIEY * HTTE/L.1
2B 6.42673200192.168.2.1 239,255, 255. 250 ES0F T65 NOTIFY * HTTR/L.1 |
20 6.42752400192.168.2.1 239. 255. 255. 250 S50P 365 NOTIFY * WTTP/1.1 |
3L 6.57534400128.119.245.12 192.168.2.3 HITP B27 TP 1.1 401 authorizavion mequired  (vext/himl) 1=
77 37.6426990152.168.2. 3 128,119, 245.12 HTTF 333 GET /wireshark-labs/protected_pages/WTTP-wireshark-files. htal WTTR/1.1
79 37.8039440126.119.245.12 192.168.2. 3 HTTP 486 HTTP/1.1 200 Ok (uext/htsl)
116 39, 2410450192.158.2. 3 239, 255, 255. 250 ss50P 175 M-SEARCH * HTTR/1.1 2 |
126 42, 2407920102.208.2. 3 239, 255.255. 250 S50P 175 M-SCARCH * HTTP/1.1 -

1 = ]

[Expert Irfo (Chat/Sequence): GET /wireshark-labs/provected pages/HTTP-wireshark-files.htal HITR/1.10r5n]
Request Method: GET
REqUEST URL: /wireshark-labs /protected pages /HTTR-wireshark-f1les, htnl
Request Versian: HTTP 1.1 3
HOST: Qald. €5, Umass, edu'rin
connection: keep-aliwe'

0. Bhrin
Tike Gecke) chrome/30.0.1599.101 safari/537.36\r\n =

nl,application/ ml=xml,applicatio ge/web
vser-agent: Mozil11a/5.0 (windons NT 6.1; wowsd) Applewebecdt537.36 (kmTML,
Accept-Encoding: gzip,deflate, sdehivrin
ACCEpU-Language: tr-TR,trig=0. B, en-us; g=0. 6, en; q=0. 4" r'\n
whn
Jeu1l reqguest WRL:

heep://pala, cs. umass, edu/wireshark-1abs ‘protected pages MTTP-wireshark-T11es, hinl]

8 7 5 Gl 7 e : text/h tal,appl
69 &F e 2f 7 by 7 ication/ xhtelium
70 70 BC 63 63 1.appTic
3d 30 2e 39 2c 1
32 ¥ 73 Th T

Authorization: Basic d2lyZXNoY XJrLXNOdWRIbnRzOm5ldHdvems=\r\n bdyle bir kismuim
geliyor.

Lab sorularinin alt kisminda da bu sifrelemenin kriptolu génderilmedigini ve kriptolu érnekler
icin “HTTP Access Authentication Framework” kismina bakmamiz gerektigi belirtiliyor.



