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Uygulama Trace'lerden faydalanilarak gerceklestirilmistir.

e Edt Lew Go Caprure Snabme e Iroemals  Help

B Am I BERXD Qe SERX B
Fier: gl Save
No.  Time Sautce Destination eagth Infa

L 891135 1%, 2.9.10 Ed 256
33 5. 026566000 173.252.113.17 2 1514 server Hello
37 5. 026928000 252.113.17 2 164 cercificare
359 5. 025085000 .10 o 388 client Key Exchange, Chimge Clpher Spec, Encrypted wandshake séssage
47 5.165215000 73.252.113.17 i 101 change Cigher Spec, Encrypled kandshake Message
55 5. 190480000 10.2.0.10 . 2 48 applicacion pata
63 5, 250157000 10.2.0.10 ~232.223, 571 client wella
£% 5250131000 109,233, 223,31 2 127 server Hello, change ¢ ipher Spec, Encryplod Handshake Message
66 5. 300055000 10.2.0.10 £ B | 101 change cipher spec, Encrypted mandshake wessage
57 5, 300189000 10.2.0.10 104.232.223.3 708 applfcarion para
£5 5. 327705000 173252 11317 10.2.0.10 1:2 281 applfcarion oaza
70 5.336857000 10.2.0.10 EL S £2.33 1.2 3483 applicarion oaxa
85 5. 251645000 10.7.0,10 195, 39,12, 68 TLEVL 770 application pata, application pata
BE §. 810378000 31.13.84_ 33 TLévi. 2 1378 applicarion Dara
B7 5.512238000 195.39.12. 66 TLSVL 161 spplicarion dara
9% 5. BTEIS5000 10, 2.0, 10 TLSVI. 2 1035 application pata
96 5. a79716000 10.2.0.10 w1 2 187 applicarion paza
a7 5. 870892000 10.2.0.10 173,194 112,233 TLSVL. 2 237 applicarion para, applicarion para
95 5. 9FRABI000 2,21.211.203 10.2.0.10 TLsvi. 2 923 applicavion paxa

u Frame H: 286 bytes on wiro (2288 bits), 286 bytes captured (2288 bits) en incerface 0

= Erharnet IT, Sres Irventae af:hath? (00:2616e:a8:harh2), DAT! Hewlert- 26107100 (£4:18:a1:26:07:00)

z Interner Protocol version 4, Srer 10.2.0.10 (10.2.0.10), DsT: 173.252.113.17 (173.252.113.17)

= Transmission Comtrol Protocel, Src Port: 50979 (50979}, Ost Port: https (243), Seq: 1, ack: 1, Len: 232
securs Sockets Layer

o TLSV1.2 Record Layer: nandshake prorocel: Client rello

@ al 26 07 00 0D 26 0C a6 ba bl 08
0 GC €0 40 00 80 06 00 00 Qa 02 0O 0
7 23 01 bb 86 16 01 Se 72 81 6B 7
00 Za 1c 0 00 16 03 01 00 e3 01 OO
€l 35 7e 8 3 b4 c3 3b 99 To
£3 cA A AR A 34 OF 3 af |
i [ e s et s 036 - Diisplayest 190 (22,T%) - Load Simer 2:00.021 Profiler Defautt

Frame Source | SSL Count SSL Type
31 | Client 1 | Client Hello

33 | Server 1 | Server Hello
Certificate
37 | Server 2 | Server Hello Done

Client Key Exchange
Change Cipher Spec
39 | Client 3 | Encrypted Handshake Message

Change Cipher Spec
Encrypted Handshake Message
Application Data

2.) 47 | Server
55 | Client

= N

67 | Server Application Data
69 | Server Application Data
Content Type: 1 byte
Version: 2 bytes

Length: 2 bytes

Secure Socket'ler goriilmektedir.



Fe [t i G0 fepture foslor Sutsbes Tephory ook [otwnels Hele

@ dm ERaxe e TL (BE ccan E$Em%
[ || prasiom.. Clase appn Swve
Ko  Time Source Destinaticn Pctecol Lenghn inf ~
8 2. 836905000 10.2.0.10 TLEVE. 2 107 enerypted alerc
18 2.192253000 173,194, 67,120 5L 55 Contimuation Data
22 4. 123458000 173,194,112, 253 5L 5% conTiruation Data
¥1 &, B901 35000 173.252. 1137 TUSVEL 2 286 cliemt Hello
32 5. 026566000 10.2.0.10 TLSVE. 2 1514 server Hello
37 5.026925000 10.2.0.10 TEL. 2 168 CerTificate
19 5. 029085000 173.252.113.17 TLSVE. 2 368 C11¢nt Key Exchange, change Cipher Spec, ENcrypred mandshake message
47 5165215000 10.2.0.10 TLSVL. 2 101 Change Cipher Spec, Encrypted Handshake Hessage
55 5.190450000 173.252.143.17 TLSVE. 2 P49 Application Data
&3 5. 290757000 100.232.223.1 TLSVE §74 cViemt wello
65 5. 299131000 10.2.0.10 TLEVL 187 Server Wella, Change Cipher Spec, Encrypted Handshake Message
6 & anaEEA0N e 233 33 3 < A CharAs Cinbae Snse  ERcroerad EEARUNGYS WesTRnS 2
»
Etnernet II, Src: Imventec_as:ipaind Lubiloitc:iabioa:odl. Ost: Hewiext—_Jbius iUU (d4:le:al 1dbi0s i) A

INTernet Prococol version &, Src: 10.2.0.10 (10.2.0.100, oer: 173.252,130.17 (271.252.313.17)
Transmission Comtrol Protacol, Src Port: 30979 (30979), Dat Port: https (443), Seq: 2335, ack: 4207, Lem: 514
Secure Sockers Layer
£ TLSVI. 2 Record Layer: Handshake protocol: client key Exchangs
Contomt Type: handshake (22)
wergion: TLS 1.7 (Dx0303)
Lengthe 262
ndshake protocol: client ke
1 RECORd Layer: Change L
CONKENT Type: change Cipher spec (J0)
wersfon: WS 1.7 (003037
Length: &
Ehangie €lpher Sped Mesiage
TLEvl. ! Record Layer: Handshake Protocol: Encrypred rardshake Hessage
Content Iyne: Handshake (22)
wersion: LS 1.7 (Ox0303)

Lergth: 56
nancshake Protocol: Encrypred nandshake Message
[0120 €1 61 24 75 6e 50 d3 60 ed 1d 05 2c 72 12 FF 60 x
{0130 49 Bf 64 bb 21 49 c9 7c &7 a6 2b 79 Se 23 be c§
|o1ap s& 16 07 03 00 24 1& 3% b5 7f
|0130 ©4 33 33 od 40 OF e0 FB 34 74 8b 9c 18 7h 33 ot
0150 $a 39 cb 97 10 Za <3 00 7d 5b 42 89 36 € o0 bd
O ¥ | Bewwed Loy [selomesedl & i Prckety 535 Dapleywd 19 (22.74) - bewd b 000031 Prstie Defecht
Programdan alinan ekran ciktsi:
Ele [t Yoo o [wpter Grefue Jdtisic Tdephery Jooh  jeberels Ldp
£ g - o ElF T 4
R AN ERXR LeraTFi(EE qqan @gRME B
[ » | Eprazion.. Cloar Asply Sew
No. Sousce Dastinaton Peotnccl nfo
3 4, BOUD0T 000 3.12.84.3% 10.2.0,30 TLEVA. 2 123 Application Data
4 0, 000222000 11.13.84.18 10.2. 0,10 LSV, 2 193 Application Data
5 10, 100223000 31.13.84.33 10.2.0,10 TLSWL. 2 101 Applicatian Data
7 2.656504000  19%.1£0.100.247  10.2.0.10 TLsWL(2 107 Encrypred alert
B 2696005000  193.140.100.247  10.2.0.10 TLEvEL 2 107 Encrypted Alert
18 3.192354000 10, 2.0.10 173.1M4.67.120 L 5% Cortinuation Data
2 1 0 14,112,753 55 Contdnuation Data
17325, 1317 ]
172,250 113,17 164 Certificate
10:2,0:10 368 C1ierm wey Exchange, Change Cipher Spec, Enorypred Handshake Message
173 PR 1T AT TN Fhanas Finkas Snac  Encruntad Mandehals watesca -
»
SECUTE SOCKETE LAyer -
[ TLEvI.Z Record Layer: Mandshake Protocoi: clfent Hells
Content Type: Wardshake (12)
version: TLS 1.0 (0x0301)
Lungth: 227
4 warkdshake Protecol: cT1ent Hella
Handshake Type: Client kelle (1)
Length: 223
wersion! TLE 1.2 (0303}
1l Random
Sezgisn IO Length: 0
Cipher suftes Length: 40
B Cipher Suites (20 suires)
congress1on Methods Length: 1
 Compression Methods (1 method)
onpression kethod: null {0)
Extansiont Langth: 142
H EXLENS{ON: Server_fase
i EXTension: rer\egnnar.lor\.l nfo v
Q030 01 00 23 1c 00 00 18 O3 ~
Q040 cl 35 |
0030 e 62 e
aokd ) 00 38 cx
£070 0 i 13 c v

£ 8 iandzhsies pretesel mesage (=il handzhsic.. Prefile Defavin

‘Handshake’ mesajlari program tzerinde gosterilmektedir.

4.) ‘Challenge’ sonda yer almalidir ve gilincelligi garanti etmektedir. Sekil 4-B de trace {izerinden alinan
ciktilarda challenge goriilmektedir.( 4-A program tizerinden alinan ciktilarda challenge yer almiyor.)



Took rtemals  Hdp

Fk Edt Yew Go Coptwe Anabee Statiefics  Telephony

o 4ms 2R ReraTF2 EEacqaam
| Expression . Clear Zppis
Souce Prorcecl
1.13.84. 33 TLEV3. 2
31.13.84.33 TSV 2
31.13.84.33 TLSvi. 2
193.140.100. 247 TLEVL. 2
193,140,100, 247 TLsvi.2
10, z.o,ﬂ.o 7.120 S5
2.0.1 5 ssL

aw

Save

'

nfo
333 Application pata
599 appiication Data
101 Application bata
107 Encrypted Alert
107 Encrypted Alert
55 Cantiruation Data

Length

368 Cllent Key Exchange, Change Clpher Spec, Encrypred Handshake wessage
Encrypted Handshake message

187 server weilo, change cipher Spec, Encrypred Handshake message
101 change cipher spec, encrypred Handshake wessage

il L Lsvl. 2 £
37 5.026928000 10.2,0.10 TLEv1. 2 164 corcificate
39 5.029085000 173.252.113.17 TLsvl. 2
4T 5.165215000 10.2,0.10 TLsvl. 2 101 change cipher spec,
§5 5. 190480000 173.252.113.17 TLSV1. 2 949 application pata
63 5. 250357060 109.232.223.3 Tisvl 571 client wello
65 5.299131000 109.232. 22} 3 10.2,0.10 TLSV
66 5. 3000535000 10.2.0. 10 109,232.223.2 LSV
67 5, 300389000 10.2.0.10 109,232 223.3 TLEUL 706 application vata
69 5. 327708000 173.252.113.17 10.2.0.10 TLSV1. 2 351 appiicarion pata
TO 5.336857000 10.2.0.10 1.13.88.23 TLSV1. 2 283 apelication pata

AR SR
cipher suite:
cipher Suite:
Cipher suite
Cipher Suite:

Tead Faa_Na il _AR3 400 Wbh_afe LWaei
TLS_RSA_WETH_AES_250_CBC_Sra (OxG035)
TLS_RSA_WITH I0ES_EDE_CBC_SHA (0x000a)
TL5_RSA_WITH RCA_128_sHa {dw0005)
TLS_RSA_WITH_RC4 128 MDS (Ox0004)

Compression Methods Length: 1
5 Comprassion Metheds {1 method)
Compression Method: mull (0}
Extersions Length: 142
J Extension: server_name
Type: server_mame (G000

0000 a4 1e a1l 26 07 D0 08 00 45 0O
0010 01 10 6c €0 40 00 BD 00 Ca ad fc
0020 71 11 €7 23 01 bb 68 71 50 18
0030 01 00 2a 1c OO0 0O 00 00 df 03
0040 03 SD b5 l‘.l 35 Te Te a5 56 bS5
AREA B - eh oA BF R ah aT

ia
D & [Fite~ mum..n‘ncncp mﬁ\w.-eu

Sackers: 36, Disolayes 150 (25,75 - Losdame: 500538

Predile- Defzult

Bl Edt New Do Coprwe Snabme Satwics Teephomy Tools jreeals Hep
6w am pXR AevaT2 EE acaan
Fiken | Fapressisn. Clesr Appiy
Ne.  Tene T Protecel
106 21. 805705 216.75.194. 220 s8v2
108 21, 830201 128.238. 38,162 s5v3
111 21.853520 "'I(I -L'iﬂll 220 128.238. 38,162 SsLv3
112 21. 876168 128.238.38.162 16.75.194.220 s8vi
113 21. 945667 216, 75,194, 220 128.238. 38,162 8V
114 21. 954189 128, 238, 35,162 216.75.104. 220 w3
122 23.4B0352 216, 75.194. 220 128.238. 38,162 S5Lvd
149 23, 559497 216.75.194.220 128.238.38.162 ssLvd
158 23, 560866 216.75.194. 220 128.238.38,162 smv3
51 238.38.162 75104, S5Ly3

163 23. 5684

Sekil 4-a

AESE X B
Save

Length Info

132 ¢lient Hello

1434 Server Hello
790 cartificate
258 Client Key Exchange, Change Cipher Spec, Encrypted Mandshake Message
171 change Cipher Spec, Encrypted Handshake Message
806 Application Data
272 Application Data

1367 Application Data
1367 Anptica(‘ol: pata
156 ¢ ! e ue!]o

169 23. 591590

216, 73, 194, 220

128,236, 38,162

s5Lv3

$=1 93 Eaasie 1ae sre aE 1en 218 7% 1as 330
TLE BEa_WITH_IDES_EOE_CBC_SHA (DxBN00)
S5L2_RCA_128_WITH. DS (Ox010080)

S5L2_DES 192_EDEI_CBO_WITH MODS (0a0700c0)
SSL2_PCE_CEC_126_CBC_WITH_MDS (Om030080)
TLEREA_WITH.DES.CBC_SHA {0x(00006)
55L2_DES.64_CBC_WITH MDS {0x{(60040)
TLE_RSA_EXPORTIOZ_WITH_RC4_S6_SHA (0xDO00G4 )
TLE_RSA_EXPORTLO24 WITH_DES_CBC_SHA (OnO000G)
TLERSA_DPORT_WITH.RCA _40.M05  (OxD00003)
TLE_RSA_EXPORT_WITH_RC2_CBC_40_%05 {(0x00DODE)
s502_Red_128_expoaraf_wITH MpS (Ox020080)

S50 _RCZ_CBC_12B_CBC_WITH.MDS (Ox040080)
TL5_OHE_D55_WITH.30E5_EDE_CBC_5HA (Tad00013)
TLS_DHE_DSS_WITILDES_COC_Ska (0x000012)
TLS_DHE_D5S5_EXPORTL024_Wl TH_DES_CBC_S5HA (Ox000083)

Cipher
Cipher
Cipher
cipher
ciphar
cipher
Cipher
Cipher
Cipher
cipher
cipher
cipher
Cipher

Spec:
spec:
specs
Specs
spec:
Spec:
Spec:
Specs
Spec:

spec:
PR
SPLC:
spec:
spec:
SPEC

()7 Challenge dats uied o sushenticate sevee [ Packets: 106 Dirslaged: 83 (1L0%] - Lead Sme 600010

5.)

200 server Hello, :nange-:inher SpEC, ENCrypled Mandshake Message

131 rhanas cinker smar  Ereeimrad wandehabe wass sne

Profile: Default

Sekil 4-b

RSA, RC4, MD5 sifreleme metodlari kullanilmis.

RSA = acik anahtarlama sifrelemesi,
RC4 = simetrik anahtar sifreleme,



MD5 = karma algoritma.

Bl Bt Mew Go Ceptee Anabme Smtimics Teephomy Tool  meeals  Help
St AWy 2R AT 2 EE Al @88k B

Fiker: [enl w| Expressicn... Clear Spphy Save
Source Destinzzion Protocol Lengsh Info a
o 31,1384, 33 10.2,0.10 TLSvi. 2 101 application Data
0 193.140.100. 267  10.2.0.10 TLSWL. 2 107 Encrypred alert
i 193,240, 100. 247 10.2.0.10 TLEWL. 2 107 Encrypted Alert
L] 10.2.0.20 172,194, 67,120 SEL 55 Continuation Data
L] 10.2.0.10 173,194,112, 753 S5L 53 Continuation Data
i 19,2, 0,10 173,252,113, 17 TLEvL. 2 286 Cliem Hellp
Ll 173 252.113.07 0. 2.0.10 TLSWL. 2 1514 server Hello
i 173.252.113.17 10. 2,810 TS5V 2 164 Cortificate
00 10.2.0.10 173.252. 11317 TLEwl. 2 368 Cliernt Mey Exchange, Change Cipher Spec, Encrypred Handshake Message
Wi 173. 25211347 10.2.0.10 TUEWL. 2 101 change €ipher Spec, Emcrypted Handshake Message
L] 10,2.0.10 173252, 113,17 TLEVL. 2 249 application pata
iy 1M 2 010 10 233 293 Rt 571 Flfant wolln o
< >

e me e e s v ey wvme
cipher Suite: TLS_DRE_RSA WITH_AES 128 GCM_SHAZSE (Dx003e) 2
cipher Suite: TLS_ECDHE _ECDSA WITH_AES 256 _CBC_SHA (OmcO0a)

cipher suite:
Cipher Suite: TLS_ECOWE_RSA WITH_AES 12
cipher Suite: TLS_ECDHE _RSA_WITH_AES_256 _CBC_5na (OxcD1d)
Cipher Suite: TLS.ECDHE_ECOSAWITH.RCI_126,5HA (OxcOF)

Ciphar TLS_RCDME_RSA_WITH_RCA_128_5Ha (Ome(il)
Cipher TLS_DME_RSA_WITH_AES_128_CBC_SMA (Ox0033)
Cipher I TLE_DHE_DSS WITH AES_ 125 CBC_SHA (Ox0032)
Cipher iR TLS_DHL_RSA_WITH ALS_256_CSC_SHA (OnD039)
Cipher ite: TLS_RSA_WITH_ACS_128_GOM_SMA256 (OxD00c)
Cipher Suite: TLE_RSA WITH ATE_128_CBC_SHA [On002F)
Cipher Suite: TLS_REAWITH ACS_256_CBC_SHA (On0035)
Cipher Suite: TLS_RSA WITH_ 3DES_[DE_CBC_SHA (0x000a)
Cipher Sui RC4_128_SWA (Ox0005)

£ TL; =] [ )

00 00
20 34 {l.- 2!! 30 37

0C30 00 OF 25 00 23 2 . g
00al 61 T3 68 32 Ze 63 6H 6L Be fe 65 Gc Ze 46 61 63 asl!? cha nne fac
63 62 GF 6F Gb e 63 6Ff 6d £ 01 00 01 00 0D D3 !Uﬂﬂk(o
00cO 00 08 OO 06 00 1T 00 18 00 19 00 0b 00 02 01 00 5 v
AAA AA 33 AA AR 33 T4 AR AR AA 1A AR Tk AR A AR T3

(71 %7 Cinher Suite (s handshake. cioheruitel. 2 b.. | Packets: 836, Disolaved: 120 (22, 'ﬁ‘ +Load fime: &D0.031 Foodfile: Default



6.)

Bl Eft Mew Go Coptwe Anahoe Suatetics Teephony Tool Ireemals Hén

s dmi e nevaT2EE LAl FEBL B
Fiker: sl v‘:(mvnﬂ'on. Clear Spphy Sove
Mo Time Souace Destination Prosoan! Length Infa
2 0. 000002000 13,804,323 10.2.0.10 TLEVI.Z 123 application pata
4 0.000222000 31.13.84.33 10.2.0.10 Tisv1.2 599 Application Data
5 0. 000223000 31.13.84.33 10.2.0.10 TLSVI. 2 101 Application bata
7 2. 696504000 193,140, 100, 247 10.2.0.10 TLEV1. 2 107 Encrypted Alert
& 2. 696903000 193, 140, 100, 247 10.2,0.10 TLSV1. 2 107 Encrypted Alert
18 3,1923M000 10, 2.0, 10 173.194. 67,120 S5 53 Contimuation Data
22 4.223454000 10.2.0.10 173.194.112. 253 S8 55 Continuation Data
F1 4. 891135000 173.252.113.27 TLEVI. 2 286 Client Hallo
2 5. 026566000 10.2,0.10 Tiewl. 2 1514 Server Wello
37 5026528000 10.2,0.10 TLEV1. 2 164 cerrificare
39 5.029085000 173.252.113.07 TLEVL. 2 368 cHent key Exchange, Change Cipher spec, Encrypred sandshake wessage
47 5.165215000 10.2.0.10 TLsvl.2 101 change cipher spec, cnorypued mandshake wessage
55 5.190480000 173.252.113.47 TSVl 2 $49 application pata
63 5. 250357000 109.232.223.3 TLsvl 571 client wello
B85 5. 299131000 109 ?}? 223.3 10.2.0.10 TLEWL 187 server Welio, change Cipher Spec, Encrypted Handshake message
66 5. 300055000 10 2:0.10 109.232.223.3 TLSVL 101 change Clpher spec, Encrypted Handshake wessage
67 5300389000 10.2.0.10 109.232.223.3 TLEUL 706 spplication pata
68 5.327709000 173.2520143.17 10.2.0.10 LS. 2 351 applicarion pata
70 5.326857000 10.2.0.10 31.13.8£.33 TLslL 3 182 aselication pata

wersfon: TLs 1.2 (0x0303)

1 Randon
gar_unfa rime: war 11, 2004 22:04:56. 000000000 TOrkiyve standart saati
ril"do!.b‘ﬂts. ]!d??feZ$90ﬂ1f5h22ﬂmﬁefc.‘;’dS?n!?!G?BbBGSc?ﬂM-Z...

excorsions cengch: 9
G Extencion: server_nime
Type: server_name (030000

mnmosw 00 00 00 tf 01 00 O1 00
0070 16 03 26 0b 00 10 22 00 10 1f Q0 05 52 30
0080 B2 05 4e 30 B2 04 36 a0 03 02 01 02 02 10 27 74
0090 40 a7 Za cf 87 3c ed 6Ff 1b eb 01 67 b2 40 30 0
0020 06 09 2a 86 48 26 £7 0d 01 01 05 05 00 30 &1 b5

AfhA 31 Ak 3A AS AR A3 &2 A4 13 A% EE es

(28§ ﬁp!miunecwmmm\-_c.pmmq,!n Packers: £36. Down mr,;a,'sa iannnme mm Predile: Defeul

Tek satirda RSA, RC4 ve MD5 sifrelemeleri yapiliyor.

7}

Ble Ede Yew Go Capnmwe Snabre Satetes Teiephony Iooks |reemals  Help
b dmy =RXXD A4saT2EE AP IFB8 % B

Fiter 1 w| Bxpression.. Clest apply Save
He.  Tame Saure Dessinatian Pretecel Length Infa
2 0. 000002000 31.13.84.33 10.2.0.10 TLSv1.2 123 application Data
4 0, 000222000 31.13.84, 33 10.2.9.10 TLEV1. 2 599 Application pata
§ 0.000223000 3.13.84.32 10.2.0.10 TLSv1. 2 101 application Data
7 2,696304000 193,140,100, 247 10.2,0.10 TLEV1. 2 107 Encrypted Alert
& 2. 696305000 193,140,100, 247 16, 2.0.10 TLEv1.2 107 Emcrypted Alert
18 3192354000 120,10 173.194.67.120 o5 55 continuation Data
224, 223454000 104 2.0.20 173.194.112.253 S5 53 contiruation Data
31 4. 891135000 10.2.0. 10 173.252.113.17 TLE1.2 286 Client Hello
33 5. 026566000 173.252.113.17 10.2.0.10 TLSV1. 2 1514 Server Hello
37 5. 026528000 173, 25%.143.17 10.2.0.14 TLsvl. 2 164 certificate
39 5.029085000 10.2.0. 10 173.252.113.17 TSVl 2 268 client key exchange, change Ciphor spec, encrypted mandshake wessage
47 5. 165215000 173,252,113, 17 10.2.0.10 TLSV1. 2 101 change Cipher Spec, encryjited Handshake message
55 5. 120480000 10, 2. 0. 10 173.252.113.47 LSVl 2 948 appiicarion pata
63 5.230357000 10.2.0.10 109.232.222.3 TLsVl 571 client wello
65 5.299131000 109, 232,223, 3 10.2,0.10 TLsvl 187 server wello, change cipher spec, Encrypred wandshake Message
66 5. 300055000 16 2.0. 10 109.232.223.3 TLEV] 101 change cipher Spec, Encrypted mandshake wessage
67 5.300385000 10.2.0.10 109.232.223.3 TLEwW 706 application pata
69 5.327700000 173.252.113.17 10.2.0.10 Tesvi.2 151 applicacion para
TO 5.336857000 10.2.0.10 21.13.88.33 TLSvl. 2 382 anelication pata

Hardshake Type: Server wello (I}
Length: &
Version: TLS 1.2 (0x0302)

war 11, Turkiye Staniart Saat

GUT_UMIA_t 2004 2, - 000000
rardon_bytes: i;n:xfn?!mrsb);\m;fﬂs#qz?ds‘uomwshm:xrue.uz £
Session ID Length: 0
Cipher Suite: TLS_RSA WITH_AC4_125_SWA (Ox0005)
Compression Methed: mll (0)
Extersions Length: §

o 0
22 00 10 1F 00 05 52 30
03 02 01 02 02 10 27 74
O B Tt e (bet], 22 boyhes nxum e’;s n.wh,ﬂ 00217 Load e 600808 Profile: Defaull

Kayit icerisinde yer almaktadir. Byte cinsinden uzunluklari;
- > 1. Satir 4 byte (sekil 7-a)
- > 2. Satwr 28 byte (sekil 7-b)



Bl Edt Yew Go Coptwe Anahee Satietics Telephony Tools Infemmals  Hadp
e Amy BERXQP eI T L2 EE AL 08k B

| Bpression_ Clear fppt Gave

Fiker: (5sd

Source Protecol Lengzh Infn
L] 3L.23.84. 33 ThEvl: 2 123 Application Data
0 31.13.54.33 : TSVl 2 599 application Data
0 31.13.84. 33 10.2.6.10 LS. 2 101 Application Data
L3 193.140.100. 247 10 2.0.18 TS5 2 107 Encrypied Alert
L4 193.140.100. 247 10.2.0.10 TLswl. 2 107 Encryptod Alert
Wy 10.2,0.10 173,194, 67,120 851 53 continuation Data
L] 10.2.0.10 173,194, 112,253 S5 55 contimation bata
i 10,2.0.10 173.252.113.17 TLSVL. 2 286 Client Hello
L] 173.252.113.17 10.2.0.18 sl 2 1514 server Hello
L] 173,252.113.17 10.2.0.10 LSV, 2 164 certificate
L) 10:2,0.10 173,232, 113,17 Tisvl. 2 368 client xey Exchange, change Cipher spec, Encrypred Handshake Message
i 172 P87 113 17T 03 adn e ¥ 1M rhanee Clahor Snec  ceweunTod Wawichal e ocC oo
<

o Handshake Protocel: Zerver Hello
Handshake Type: Server neilo (2)

Length: 49
version: TLS 1.2 (0x0303)
3 Randon

war r

randon_bytes: 13d23Fe2i00c1fER) 2d0608eFcl 2d5 At 96980 Ic M8 2,
Session I0 Length: O
Cipher Suite: TUS_RSAWITH RCS_126_SHA (On0005)

Compression Mathod: mull {0)
Extersions Length: 9
1 Extersion: server_nase

Type: server_name (0x0000)

||\rqth: o
1 Excersion: renegotiation info

Type: renegotiatlon_infa (Oxffo1)

LengThs 1

1 Renegorfation 1nfo extension

renegot fation info extension length: o

0040 UJWIIHE 3f w2 39 0d 1f Bb 22 d9
0050 Be fc /a 92 96 93 b9 d3 c9 Ba 42 €8 08
0060 11 00 OO 0% O 03 00 00 00 FF 01 00 01
70 16 03 03 10 2 10 22 00 10 1f O0 05§ 32
B2 05 4e 30 B ad 03 02 01 02 02 1¢ 27
Ah F %4 ek & EF = 1A 3h Aw

0 00 09
6 Db 00
2 04 36
5 5 od ik

et
) & | Unix sime field of randem mrucue (slban . | Packers: 236 Displayed: 150 22,7 Preafiles Defaute
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Bl Ede Yiew So Coprwe Anobze Snadeics Teephory Tools reemals  Help
S AWMy DRXD A4+ T2 EE acaB daEN % B

Fibiers el w | Fapression,. Clesr Apphy Save
Source Destinsion Protocol Lengsh Info

[ 31.13.84.33 10.2.8.10 5. 2 123 Application Data

L3 31,13.84.33 10.2,0.10 TSV, 2 590 application Data

i 31.13.84.33 10, 2.0.10 TLSVL. 2 101 application Data

i 193.140.100. 247  10.2.0.10 TLsWl. 2 107 Encrypted Alert

L 193.140.100. 247 10.2.0.10 TLEWL. 2 107 Encrypted Alert

00 10.2.0.10 173,194, 67,120 S50 55 Cont inuat ion Data

L] 16.2.0.10 172.194.112.253 S5l 55 Contimuation Data

L] 10.2.0.10 173.252,113.17 sl 2 286 Client Wello

Ll 173, 252.113.17 10.2.0.10 LS, 2 1514 Server Hello

o 173, 252.113.17 10.2.0.10 TLswl,. 2 164 cervificate

a0 10.2.0.10 172.252, 113,17 368 client xey Exchange, change cipher spec, Encrypred wandshake Message

nn 173 363 11297 W3 AN I Fhanne finhor €ner  Enceunted Wandchilo BecE a0

< >

= Handshake Protecel; Server Hellg "

Handshake Type: Server mello (2)
Length: 49

version: TLS 1.2 (0x0303)

ession I0 Length: 0
ciphar Suite: TLS_RSA_WITH.RCA 128 sHa (Dud0a5)
Compression Method: mull (0)

Extersions Length: 9
7 Extension: server.name
Type: server_name (Ox0000)
vergth: @
1 Extension: renegotlation infn
Type: renegotiation.info (xffol)
Length: 1
| Reregoriation 1efo extension
Renegotiation 1nfo extension length: o

0010 D3 53 1f 6c b6

0050 3

DO B 0 s i

00F0 16 03 03 10 26 Ob 00 10 52
0080 B2 05 de 30 £2 04 36 a0 b
DAAA AR AT 70 CF &3 3 ad RF e 3n

b
() ¥ Bacdor chaliengs smedto suthenticote semv.. | Packets: 836 Dirplayed: 190 (23,7%) - Load fime: 500031 Profiles Defautt
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8.)
Kayit session ID icermektedir. “Remember Me” durumunu gerceklestirmeye yariyor. Cikis yapildiginda
sifre ve kullanici adini hatirlar.

Bl [t Yew Qo Lanwe Srabwe Jratiics Telephomy Jooks jmeemals Hep
sodmilanx ne»weT2 EE accan amnk B

File wl w| Fupression . Clear Appl, Save
5 Detinztion Pretecol Lengsh Infa
o 31.13.84.33 10. 2.6.10 TLSL. 2 123 Application Data
0 10.2.6.10 TSV 2 590 application Data
i 10.2.0.10 TSV 2 101 application Data
00 10.2.0.10 LS. 2 107 Ercryptid Alert
00 193.140.100. 247 10.2.0.10 TLSVL. 2 107 Encrypted Alert
o 10.2.0.10 173,194, 67.120 550 55 Contimuation Data
i 10,2.0.10 173,194,112, 253 =50 55 Cont inuat jon Data
0 10.2,0.10 173,252, 113,17 LS. 2 286 client Hello
W 173.252.113.17 16.2.8.10 s, 2 1514 Server Hello
Lol 173.252.112.17 10.2.0.10 msvl.2 164 cortificate
90 10:2,0.10 173,252, 113,17 LSVl 2 368 Client wey Exchange, change cipher spec, Encrypred wandshake Message
W 172 P83 112 17 1 AN oeul ¥ 1M Fhanns cinhor enar  Encruntod Landoholo uacc snn
¢

1 Handshake Protocel; Zerver Helleo
Handshake Type: Server mello (2}
Length: 49
Version: TLS 1.2 (0x0303)

7 Randos

get_unix_time! Rar 11, 2004 22:04:56. 000000000 Turkiye Standart faati
230 22 390c1 FRDY 2 d0608el 2 2d 57 a0 D69ALOC T 0F a4
1]

Cipher Suite: TLS_RSAWITH RCH_128_SHA [Ox0005)
Compression Method: mull (03
Extensions Length: §
G Extorsion: server_name
Type: server_name (Ox0000)
Length: @
S EXTersion: renegor1atien_info
Type: renegotiationinfo {oxffol)
Lirgth: 1
| Reneqoriation Info extension
Renegottation 1nfo extension lengrth: o

11 EK 00 0% 00 D0 00 00 00 00 00 Ff OL 00 01
16 93 1 00 10 1f 00 05 52
B2 05 40 30 B2 D4 36 a0

2

3 02 g1 42 02 10 27

0090 a0 af za of B7 3c ed 6F 1b eb 01 67 b2 40 30
00al D6 09 2a 86 48 B6 £7 0d 01 05 05 ©D 30 B1 b5

Ak 30 AR NE A3 EE A 43 A7 BT B3 31 47 38 4

nnn - A
© ¥ | Long®h of session ID fisd (rlhandshatescn, | Pockets: 836 Dimplywd: 190 {22,7%) -Load fime 20001 Prasile: Defaidt

228
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