EEM-413 Bilgisayar Aglar1 Lab5 (SSL)

NOT: Uygulama icin http://www.clubboon.com adresinden Ulyelik alinmis giris yaplmis ve cikis
yapilmistir.
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4 Frame 11: JEE bytas on wire (2288 hits), JBE byres captured (2288 bir<) on interfice 0
o Exherner 11, Src: Inventec_as:bazbz (00: 3, DsT: tewlext-_26:07:00 (44:1e:3l:26:07:00)
= Internet Protocol Version 4, Sre: 10. i PET: 52.113.17)
= Transmizsion Control Protocal, Sre Port: » DAT Port: 11, Ack: 1, Len: 232
o Secure Sockers Layer
= TLSW1. 2 Record Layer: Handshake Protocol: Client Hello

I
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Frame Source | SSL Count SSL Type
31 | Client 1 | Client Hello

33 | Server 1 | Server Hello
Certificate

37 | Server 2 | Server Hello Done
Client Key Exchange

Change Cipher Spec
39 | Client 3 | Encrypted Handshake Message

Change Cipher Spec

47 | Server 2 | Encrypted Handshake Message
55 | Client 1 | Application Data
67 | Server 1 | Application Data
69 | Server 1 | Application Data
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2.

Content Type: 1 byte
Version: 2 bytes
Length: 2 bytes

Bunlar “Secure socket” leridir.

Caplare Aeslyme fatitics

i -
107 ENCrypred Alert
ation Data

agt (ef'"‘:au
168 Clienc key & ’hmm\. change cipher
€, Encrypted Hand

oc, ENCFYREe Mandshake Message
ke Message

-163215000
- 1904 BOG00

-nnna_a'_ior\ nau
ciient Hello

* server Hello, Change Cipher spec, Encrypted Hards hake Message
W Fhanne rinker Sner  Eneeunted Handthake Vattane

4 Ethernet II, Srci Inventec aditaibd (U0iZe beiadiod DSTi FewlerT-_2b sl 00 (44 ileal it
Ternet Prococol version &, See: 20.2.0.10 (L002.0.10), DST: 473.252.113.17 (173.252. M3
& Transmission Comtrol Protocol, Src Port: $0979 (30979), Dst Port: hoops (443), Seq: 733, Ack: 4207, Len: 314
- su-:Jru Sockats Layer
1ul. 2 mecord Layer: sandsnake pratocel; Client Key cachange
Content Type: mandshake (223
version: TLS 1.2 (0x03083
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+ Encrypted m
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Hancshake Protocal: Encrypted Hamdshake Message
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w | Dnpresson..  Clear e

- Length

SECHFE SOENETS Layer

= TLEVE.2 Dr:n d Layer: Han

hake Protocol: Client wello

<o pe; Hardshake (

wum L5 1.0 (0x0301)

Length: 237

i Handshake Protocol: Cllent HE]'
Handshake \ne client Eell
Length.

wersior
i1 Randem
Sossion I0 Langth: 0
Cipher fuites Ler
H Cipher Suites (20 suites)

Extensions Lengrh:
4 BxTARS1on: Server.
u Fxtension: renegoriation info

G50

&

26 8 7CGZWCUW
7 00 00 28 (G 1-\ € 13
£ 1 4 el 07

32 .r 00 00 16 03 fLmnvr

aﬂﬂ‘ :i .
€0 <0 00 S¢ O
£0 11 40 33 00 32 00

oMM

o

133 Applicarion Data
9% application Data
agplication Data
crypoed Alerc
107 Ererypeed alert
3% Continuation Data
55 Continuation pata

ate
08 Cltert Key Exchange, ©
1Y Fhanma Finkae Chas

hange Cipher Spec, Enerypted Handshake Message

Emerunran Handchale WaTsims

Profile: Defavik

Handshake mesajlari ekranda goziiktligii (izere gosterilmektedir.

4. Sonda yer almasi gereken challenge, giincelligi garanti etmektedir. Fakat aldigim cikhlarda (sekil 4-a)
yer almamaktadir. Bu ylizden olmasi gereken resmi (sekil 4-b) verilen 6rnek trace Gzerinden koymus

bulunmaktayim.

Wew Go Captae Anahze e Teleghony  Tools
ed 4®mL | = * 2 aTFE

0. 000223000
2. 646504 000
2. 696505000
3. 192354000

2. 223454000

3. 17 3.\)2 1'3 17
3 &25"’250@ 173,252, 113.17
5. 029085000 10.2.0.

5. 165215000 173, 252,123.17

§5 5. 190480000 10, 2.0.10

63 5. 290357000 10.2.0.10

655, 299131000 109,232.223. 3

65 5. 300055000

&7 5. 300385000

69 5. 327705000 73, 252.113.17

70 5. 316857000 10.2.0.10
AT ST T TCS KAWL (T ME S £ LS LUK
cipher Swite: TLS_RSA_WITH_AES_236_CHC_Sha (0XDO3I5)
Cipher Suite: TLS_REA_WETH_I0E5_EDE_CBC_SHA (0hDD0a)
Cipher Suite: TLS_RSA WITH RC4_12E SHA (DocDO0S]
Cipher Suite: TLS_RSA_ B.MD5 (0x0004)

TH_|

Compression Methods Length: 1
5 Compression Methods (1 method)
Compression Method: rull (03
Extensions Lem

ol

O335558

ation Data
fon Data
carion Data
ypted Alert

107 Encrypted Alert

55 Cont{ puat =}
'n Continuation Dat

164 Certificate
368 Client key Exchange, change Ciphar
101 change cipher spec,
249 application pata
71 Client kello

187 server wello, change Cipher spec
101 change cipher spec, Encrypted Mar

SPOC, ENCryprod Handshake message
Encrypled kandshake Message

EnCrypred Hands
hake message

nake message

706 application paca

151 A carfon Data

I87 apg arfon pData v
"

Profie Defaur

Sekil 4-a
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Teeghary Isals
L &

Analyne  Sete Irae

x

Captane

=

w

Sauce

128.238.38.162
216, 75.194, 220
216, 75,104,220
128,238, 38,162
216, 75,18, 220

Inf
132 client kello
1434 Server kello

2:.3D!r_ﬂ5
-‘HI.J(.]

90 Certificate
258 Client

rypted Handshake Message
sage

Koy Exchange, Change Cipher Spec

€, Encrypted pandshake m

38. 36142
238, 36. 162
5,154,220 156 client kello
= AN IZEI2IEINENEE LIS Ao At Ton Bt = _|
216.73.194. 220 128,238, 38,162 200 server kello, Cf & CTpher Sp EMCrypTed Hands) Sage
& 7T ovas A 1948 rhanae cdnkbas Snae e s e habn s e Ll

171 33 EOGAlT

17% 3% I8 1A3

TLE REA_WITH_3DES_EDE_CBC_SHA (DxDOD0DA)

cipher

Spec:
spec

ciphe

Spec

SSL2_PCA_128_WITH MDS {Ox010080)
S5L2_DES 192 _EDE3_CEC_WITH_MDS (On0700c0)

SSL2_RCZ_CKC_128_CBC_WITHLMDS (0030080)

TLE ASA_WITH_DES_CBC_SHA (OxD0009)

T SSLI.DES.64_CECWITH.MDS (CoOG0040)

i+ TLS.ASA_EXNPORTIOZ_WITH RCA_S6_5MA (Ox00O0G)
! TLE RSA EXPORTLOZA WITH BSS CBS SHA (Ox000062)
T TLSRSA_EXPORT_WITH_ACA_40.MDT (Ou000003)
TL5_RSA_EXPURT WITH_RC2 CEC_40_HDS (Ox0D0006}
S5L2_RCA_125_EXPORTAD_WITH_MDS (Ox020080)

i ‘:bl? RCE_CBC_125_CRC_WITH MDS (D04 D0BO)
WITH.IDES_EDE_CBC_SHA [MxDAD013
OHE_D55_WITH_DES_CBC_SHa (0x000012)
DHE_D55_EXPORT1024_W1TH_DES_CBC_SHA  (Ox000063)

Spec:

"“'Sﬂ 25 46 Gt i
(3 37 Chalienge data wsed to sushenticase server

Profile: Defaus
B eoreshark-tra.

Sekil 4-b

3 Gelen Kutunu

5.
RSA, RC4, MD5 sifreleme metodlari kullanilmis.
RSA = acik anahtarlama sifrelemesi,

RC4 = simetrik anahtar sifreleme,

MD5 = karma algoritma.
Bnalyre e

jre Go Captane Tefeghory  Tooks

& neraT L a0% % B
L Chear - G
Destination Lengah e o
10.2.0.10 101 Agplical td
107 Encr Alert
107 Encrypted Alert
55 Cont inuation Data
94,112, 2 55 Cont inuatjon Data
173,252, 113.17 286 Client Hello
10.2.0.10 1514 Server Hello

173, 252.113:17

10.2.0.10 368 client xey Exchange, change Cipher Spec, Encrypted Handshake Message
173, 252.113.17 101 change wer Spec, Encrypted Handshake Message
10.2.0.10 173.252. 113.17 applicarion pata
LT 1o 323 197 2 rlifonr walln Y
»
cipher 5 A230 (Ox00de) ol

RS (Dxco9a)
CEC_SHA (Dxc00)
| . B_CSC_SHA (Oxc013}
Cipher Suite: TLS_ECOHE_RSA_WITH_ 56_€BC_SHA (Oxc0l4)
Cipher Suite: TLS_ECDHE_ECDSA WITH RCA 128 SHA (nc007)
Cipher Swite: TL5_ECDME_RSA WITH RC4_125_SHa (OxcOll)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SWA (0x0033)
Cipher Swite: TLS_DHE OS5 WITH_AES_ 128 CBC_SHA (0m0032)
Cipher Suite: TLI_DHD nsn WITH_AES 256 _CBC_SHA (Ox0039)
Cipher Su E_GCH_SHA25E (Dw009c)
Cipher Su 128_CBC_SHA (0xDO2T)

Cipher Swite: I56_CRC_SHA (OxB035)

Cipher SwiTe: TLS_ECOME_ECOSA WITHAGS.
cipher Suite: TLS_ECOHE_ECDSA_WITH_AK;

TUS, REA_WITH_ALE.
or Swite: TLE.RSAWITH_30ES_FOT_CBC.5HA (Ox000a)

RN 01 00 00
d [0 2d 30 37
[ 1

B3
o0
A
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Tools Imtemals  Hilp

CR A ML BRER Aevra T2 = |
Fiker: el | Expresgion... Clear Apply Sove
Ho Souce Prgtocos Length el
31.13.84,33 TSl 2 123 application Data
31.13.84.33 L 599 App fon Dara
31.13.684.33 TLEwL. 2 101 Application Data
193,140,100, WL5vl.2 107 Encrypted Alert
193,140,100, TLSVL.2 107 Encrypred Alert
10.2.0.10 ss5L 55 Continuation Data
2 S5L 55 Continuation Data
10.2.0.10 TL5vl. 2 286 Client Belle
173.252.1 TLSvl.2 1514 Server nhella
173, 252, Tsvl. 2 164 Certificate
TLsvl. 2 368 Cliant Key Exchange, Change Cipher Spec. Encrypted Handshake Message
TLSwWl. 2 102 change Cipheér Spec. Encrypted Mandshake Message
TLSw1. 2 G40 Application Data
TLEv1 Client kella
vl 187 server kelle, Changs Cipher Spec. Encrypted Handshake Message
109.232.223.3 TLSWL 101 change Cipher Spec, Encrypted Mandshake Message
109.232.223.3 TLSVL
173,250 1517 10.2.0.10 sl 2
10.2.0.10 31.13.84.33 TSVl 2 383 apslication pata W

wersiam: TLS 1.2 (0x0303)
= Randen
gut_unix_time: Mar 11, 2014 22:04;56. 0000C0000 "Jl"in - standart santi
randoa_bytes: 33d23Fe2390c1f8b2200608eFc22d57
Session 10 Length: O

1 R
Compression Methed: null {0)
Extersions Length: 9

= extension: server_name

Typa: server_name (owddo0)

s Tdeghony ook Imtemat ™
a2TFT 2 BEacaam

~ | Expression... Clear

Souice Destinmian
.

31.13. 64,33
193, 140, 100. 247
193,240, 100, 247

D2t
!'J\N 67,120

10.2.0.10
3 10, 2.0.10 173,194,112, 253 3
+ BI1135000 10 2:0.10 173.252.113.27 286 Client kello
0263566000 173.252.112.17 10.2.0.10 1514 server kello
026528000 173.252.113.17 .2, 0.10 164 certific
. O20083000 16,2.0.10 173.2%2.113.47 388 clemt k i Handshake message

010

3.252.113.37

105.232.223.3
0.10

165215000 173.252.113.17
« 1904 80000 10, 2.0, 10

101 changs cipher 5p

.?QQ]!IMﬂ 1.3 187 server wello, rlwqr- clipher spec, Encrypted Handshake wessage

+ 300055000 . 232.223.3 101 fl\aﬁtjr {||1P' C, EnCcrypied wandshake message

. J00IESA00 9.232,223.3

. 327705000 1730 ’5" 113:17 10.2.0.10 .n fon para

. 3136857000 10.2.0.10 1.13.84.33 catfon pata 6

Handshake Type: Server Hallo (2}
Length: 49
version: TLS 1.2 (0x0303)

0 00 0
70 T8 03 03 10 26 05
0050 B2 05 de 30 B2 04

Teut e (pe), 32 n,w.-s

Evet bu random icindeki iki satir yer almaktadir. Asagida byte cinsinden degerleri verilmistir.
- > 1. Satir 4 byte (sekil 7-a)
- > 2. Satir 28 byte (sekil 7-b)
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G0 Caprate  Anabee S

COLABIAIRRRD Ae v DT R W

Fiker: |gal - e

Indie

0o 123 application pata

o 500 Application Daca

0o 101 Applicaticn Data

L) 107 Encrypted Alert
0o 107 Enc.';,-p:erl Alert
(0] 10.2.0.10 55 Continuation Data
0o 10.2,0.10 55 Continuation Data
L 10.2.0.10 286 Clignt Helle
L] 10.2.0.10 1514 Server Hello
Lo 10.2.0.10 164 Certificate
o 173.252.113.17 368 Cliant Key Exchangs. Change Cipher Spec. Encrypted Handshake Message
win I nan 107 Fhanas rinher fres  Eneeunred Hsndzhalas Vareans b

Handshake Frotocol: Server Hello
Handshake Type: Server wello ()

cipher Suite: TLS_RSA_WITH_RCE_175_GHa (DxDO0S)
comprassion methed: rull o)
Exrercisne Langeh: o
Extersion: server_name

Type: server_name [Ox0000)

LergTh: o
extension: renegotiationinfo

Type: remegotiation_info (oxffol)

Lorgth
| meregaziation Info extensien

Rensgoriation infa extension lengrh: o

33 dé 3f e 39 0d 1f Eb
92 96 98 b9 di 9
00 09 00 00 00 0O
26 Ob 00 10 22 OO

2 04 36 a0 2
5 3 on

3

—

Caprare Snabze Suticics Teleshomy Iooks [ee

a XX a+vyaTFT e

Dessination
10.2.0.10

0
10.2.0.10
el 193,140,100,
0o 10.2.0.10
o 10.2.0.10
Lo 10.2.0.10
L 173.252.113.17

107 Encrypted Alert
55 Continuation Data

it inuation Data

nt Hello

ver Hello

L 173.252.113.47 164 certificate

L 10.2,0.10 173,252, 113,17 368 cllent key Exchange, Change clpher spec, encrypred Wandshake Message

e 173 383 113 17 1 3 A 18 101 ris ¢ Whbd  ERCEuRl o Handchaks wassans *
< >

o Mandshake Protocel: Server Hellg 3
Handshake Type: Server mello (2)

Length: 49
Version: TLS 1.2 {0x0302)
A Randon
gEt_unia_time: Mar 11, 2014 22:04; 56, 000000000 Turki Standart Saati
3 38 e 2 3501 Fle FaaiEet ATZ SCHBL,

a8, .

Ltength: O
TLE_RSA_WITH_RCE_128 Sha (DxD005)
ssfon Method: mall (0)
ons Lengths

server_name
erver _name [Oxd000)
[+]

renegotiation_info

wegotfation info (0xffoL)

tion Info extension

gotiation info extension lemguh: O

1 2 10
AA&T R340 70 o
Packets: 835 - Displeped 1902,

Preile- [

reshart,

Sekil 7-b
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8.

Evet iceriyor bu “Beni hatirla” durumunu gerceklestirmeye yarior. Cikis yapildiginda sifre ve kullanic
adini hatirlar.

Tdeghory Iools riemats  Hilp

@ F L IEE aaam i
Clear Apply Save
Lengeh

10.2.0.10
10.2.0.10
Lol 193, 140, 104, 247 10, 2,0.10

Wy 103,140,100, 247 0,10 107 Encrypted Alert

L 194, 67.120 55 continuation Data

o0 55 Cont inuation Data

W 286 cHient Hallo

L] . . TLsvl. 2 1514 server Hello

Lo 173.252.113.17 10.2.0.10 164 certificate

0 10.2.0.10 173,252, 113.17 368 client key Exchange, change cipher spec, Encrypied Wandshake message

e 173 37 112 47 W Aain 101 Fhanae o1 weccane i

[ 3

o Handshake Protocels Server Helio %

Handshake Type: Server Hello (2}
Length: 40

TE 1.2 (0x0303)

gat_uni tise: Mar 11, 2014 22:04:56. 0000 Tirkiye Standart Saati
random_bytes: 33d23Fe?390d1Fab2 2aoedsef ol 2d57a02 06980 d3c98at2. | .
Cipher Suite: TLS_RS. TH_ACA_128_SHa (Dx0D5)
Comprassion Method: mill (0)
Cxtorsions Lem 9
on; 3 n
server_name (0x0000)

-nai

fon: remegotiationinfo
reregot fatton_fnfo (0xFfo1)

goriation Info extension
renegot iation info extension lengeh: ©

bo FF 01 00
10 1f 00 05
102 02 10

Prefile

[

I Help
= G aq a2
| Expression... Clear 4zo
Sunce Protocol Length Irifn A
173,252,123, 17 TLEVL. 2 154 Server kella
173.252.113. 17 TL5vl. 2 164 Certificate
59 5. 029085000 10.2,0.10 TLSWL. 2 368 Client Key Exchange, change Cipher 5Spec, Encrypted nandshake message
47 5.165215000  173.252.123.17 TLsVL. 2 102 change <ipher Spec, Encrypred handshake Message
10.2.0.10 Tisvl.z 949 application Data
10,2.0.10 TLSvl 71cl v

Coin. =ia0

certificates Length: 4127
certificate Length: 1362

frate {fd-at-commonyames®. chamel. facebook._ com, fd-at-organt

8 signedcertificare

5 algoricherdent {Fier (shawl thrsaracryption)

Padding: 0

encrypred: 5900880436171b3adidi1Bdcantear2bl 720l cosa0cladfE. . .

certificate Lengrhz 1520

ationsaserFacebook, Inc. ,id-at-localftyname-ralo Alto, id-at-stateorProvincesame-cal ifornta, 1

- cortificate [id-at-comontame-veriSign Class 2 Socurs Server €A - G1,4d-at-organdzationalimituame—Terms of use at https:/fww. verdisd id-at-srgandzationalunits
d signedcertificare
s algoritheldentifier (shawiThRSagncryprion)
Pad

ing: 0
pred: DcsizasfdadeiDcdasnacfelshoebsasDibdlasfradfacess. ..
cervificare Length: 1236
= cartificate (d-at-commorsame=verisign {Yass 3 Public Primary Certification  id-az-organdzationalunditvame=(c) 2006 verisign, Inc. - For auth,id-at-organizatic
« signedCertificate
« algorithmidentifier (shawithrsagncryprion)
Padding: 0
encryptad: L302défeesse00f25afef8200c3E86207 cacafdefabbsa. . |
5 Securé Sockets Layer
2 pecord LEyer: Hardshake frotocol: Server melle pone

Frasnue {14 Bytes)| emssemitied TCP 14135 bptes)

FEd

st of cervficares (ol handshaln

]

Ayri bir baslik altinda certificate icermektedir.
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10.

So Caprare Anahze Sutimcs Tdeghory Tools eternals Help
CH AWML BRED RS TR % B
Ne.  Time Sounce el
2 0. 000002000 31.13.84,33 123 application Data
4 0. 000222000 31.13.84.33 599 applicarion Data
5 0; 000223000 31.13.64.32 101 Application Data
7 2. 65690000 193,140,100, 247 1 ncrypted Alert
4 2. 696505000 193,140,100, 247 7 Encrypred Alert
18 3.192354000 10.2.0.10 ss5L 55 Continuation Data
22 4, 222454000 10, 2.0.10 73.194.112.253 S5L 55 continuation Data
911 35000 73.252.113.37 TL5vl. 2 286 Client Belle
5. 026566000 M5vl.2 1514 Server lello
37 3, 026924000 vl 164 Certificate
39 5. D2P0E5000 TLsvl. 2 368 Client Key Exchange, Change Cipher Spec. Encrypted Handshake Message
47 5.165215000 TLSvL. 2 102 Change Cipher Spec. Encryptec Mandshake Message
55 5. 190460000 Tisvl.2 49 Applicarion Data
63 5, 290357000 TSVl 571 Client Hello
85 5. 299131000 . TSvl 1 erver Hello, Changs Cipher Spec, Encrypted Handshake Message
66 5. 300055000 109.232.223.3 TSV 101 Change Cipher Spec. Encrypted handshake Message
67 5. 300360000 109.232.223.3 TLSVL 706
64 5. 327700000 10.2.0.10 Tl 2 5L "
£ I6EEIAAN a3 0oan 3 13 ga 33 e 3
>
i 262 =

Protocel: Client Key Exchange
ke Type: Client ey Exchange (16)
25

50057 060F 7 eB 5067 922 cf al ch5ed 01 a7 6FFbb1 7 Sab0f 200, . .
ge Cipher Spec Protocol: Change Cipher Spec

chamge Cipher Spee (20)

w0303

03 01 06 10 00 41 0

DD cb 16 5 6 14
32 4076 15 €2 T
bf de ae 66 91 78

Evet, premaster secret icermektedir. Bu mac adreslerini sifreleme icin kullanilmaktadir. 256 byte
uzunlugundadir.

11.
Sirali gelen paket mac id ile hep birlikte gdnderiyor bir sonraki id de yer aliyor bdylece kayip olmuyor.
Sonra gelen paket sifresinde 6 byte yer aliyor. (6 byte = 1 byte mesaj 5 byte header)
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12.

Ele Edr Vew Do Caprare frabre Sudmics Teeghony ook [mtemals Hep

e 4mL ERER NevraTi | EBE < EE% kB

Fiker g ~ | Expressian... Clear Save

Ne.  Time Souce Brotoco Length o
2 0. 00002000 31.13.84.33 TSV 123 applicarion Data
4 D, 000222000 3.13.84.33 TSV 508 application Data

5 0. 000223000 3.13.84.33

7 2. 696504000 193,340,100, 247
8 2. 696505000
18 3,192354000

d
0
29¥2y

193.140.100, 2

107 =1\cr>up:e. alere
s5L 55 Continuation Data
S5L 55 continuation Data
286 client Bells

35 3. 026566000

A.2
TLSvl. 2 1514 Server helio
ar v ?.bws\m:l TLEvl.2 164 certificate
TSvl.2 368 Client Key Exchange, Change Cipher Spec. Encrypted Handshake Message
TSV 2 102 Change Cipher Spec, Encrypted Mandshake Message
LS. 2 948 Application Data
TLsvl 571 Cliant kello
TLSvL 187 Server Wello, Change Cipher Spec, Encrypted Handshake Message
TLSVL 101 Change Cipher Spec, Encrypted Handshale Message
sVl 706 Application Daka
mnsvi 352 application Data

303 amalianadan nans

S Seture Sockets Layer
S TLSvi.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
: 303

D TLS 1.2 (0x0303)
Lnﬂ’{ h: 1

- Handstiake
Pel al-dshak: (22}
: T|.5 1.1 (ixd303)

."dl:l’.’i!lﬁ< € Pl otocel: Encrypted Handshake Message

00 03 01 bb o7 23 72 81 h“fhl‘l. 03 805018 .o AT Koo .
00 25 74 aa 00 00 14 }-z 03 o 2
4B ad af fc 33

Profle: Diefaus

B wiesharcra | B Ex

Encrypted Handshake Message -> kendinden 6nceki hadshake mesajlarini sifreleyerek gonderiyor,
bunun amaci garantilemedir.

13. Biri client biri server tarafindan Change Cipher Spec record tek mac, encrypted handshake record
bitlin mac adreslerine gore sifreleyerek génderiyor.

14. Application data RC4 sifrelemesi kullanilarak baslanmis sonrasinda pre-master key ve en sonunda ise
challence islemi yapilarak sifreleme hem server hemde kullanici arasinda gergeklesmistir.

15. Data gonderiminde SSL mesaj alisverisi icin TLSv1.2 kullanmaktadir ve bagzi ClientHello mesajinda
TLSv1 kullanirken bazilarinda TLSv1.2 kullanilmistir.




