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1. Capturing and analyzing Ethernet frames
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Ethernet (eth), 14 bytes [P: 21 0: 21 M: 0 Drops: 0

1. What is the 48-bit Ethernet address of your computer?
Ethernet Adresi: 00:09:5b:61:8e:6d

2. What is the 48-bit destination address in the Ethernet frame? Is this the Etherne address
of gaia.cs.umass.edu? (Hint: the answer is no). What device has this as Ethernet address?

Destination adres: 00:0c:41:45:90:a8 gaia.cs.umass.edu.’nun Ethernet Adresi degildir.
Bu adres, Linksys router’imin adresidir.



3. Give the hexadecimal value for the two-byte Frame type field. What do the bit(s) whose
value is 1 mean within the flag field?

Two — byte Frame type field’in hexadecimal degeri 0x0800’ dir.

4. How many bytes from the very start of the Ethernet frame does the ASCII “G” in “GET”
appear in the Ethernet frame?

ASCII “G”, ethernet frame’in bagindan itibaren 52 byte olarak goriilmektedir. 14byte
Ethernet frame, 20 byte IP header, 20 byte TCP header’dur.

5. What is the hexadecimal value of the CRC field in this Ethernet frame?
Ethernet frame'indeki CRC field'in hexadecimal karsihigi 0x0d0a0dOa.

6. What is the value of the Ethernet source address? Is this the address of your computer,
or of gaia.cs.umass.edu (Hint: the answer is no). What device has this as its Ethernet
address?

Destination adres: 00:0c:41:45:90:a8 gaia.cs.umass.edu.’nun Ethernet Adresi degildir.
Bu adres, Linksys router’tmin adresidir.

7. What is the destination address in the Ethernet frame? Is this the Ethernet address of
your computer?

Ethernet frame’in destination adresi 00:09:5b:61:8e:6d. Bu adres aym zamanda benim
bilgisayarimin adresi.

8. Give the hexadecimal value for the two-byte Frame type field. What do the bit(s) whose
value is 1 mean within the flag field?

Frame type field’in hexadecimal degeri 0x0800°dir.

9. How many bytes from the very start of the Ethernet frame does the ASCII “O” in “OK”
(i.e., the HTTP response code) appear in the Ethernet frame?

ASCII “O” da ASCII “G” ile aymdir. Yani; ethernet frame’in basindan itibaren 52
byte olarak goriilmektedir. 14byte Ethernet frame, 20 byte IP header, 20 byte TCP header’dur.
10. What is the hexadecimal value of the CRC field in this Ethernet frame?

Ethernet frame’indeki CRC field'in hexadecimal karsiligi 0x0d0a0dOa.




2. The Address Resolution Protocol

11. Write down the contents of your computer’s ARP cache. What is the meaning of each
column value?

BN C\Windows\system32\command.com == ——"

icrosoft(R) Windows DOS .
(C)Copyright Microsoft Corp 1998-2001.

C:S\USERS“MMI >arp

nd coziiniirliigi protokolii (ARP> tarafindan lanilan IP-Fiziksel
adrese cevirme tablolarini giriintiiler ve degis i,

RP —-s inet_addr eth addr [if _addr]
ARP —d inet_add rl
RP -a Linet_addr]l [- H 1F _addr] [-v]

-a Cerpr}1 pvornkns uPr119r1n1 "nrgulajavak

lnlﬂra b. 2
goriintiilenir.
ARP kullnn1J01 her ARP tablosunun girdileri giriintiilenir.
| -a ile ayni.
-y Ger?rll HHP q:rﬂllpl'nl ozet modda giriintiilew.
il arabirimindeki girdiler
inet_addr IntelnFt adresini helirtiwr.
-N if _addr if _addr ile belirtilen ag arabiriminin ARP girdilerini
301unru131
inet_a dr ile belirtilen ana bilgisayari siler. Tiim ana
cilmek icin inet_addr olarak #* joker karakteri
Pullanll\hlll

fAna bilgisayari ekler ve inet_addr Internet adresini eth_addre
Fiziksel ad iyle iligkilendirir. Fiziksel adw kisa
cizgilerle ayrilmis 6 onaltili bhayttan olusur. Girdi
kalicadar.

eth_addr Fiziksel adresi belirtir. )

if _addr Bu kullanilay » adres cgeviri tablosu degistirilmesi
gereken aral imin Internet a ini belirtir.
Bu kullanail a, ilk uygun arabirim kullanilacaktaiw.

jornek:
> arp —s 157.55.85.212 BA-aa-B0-62-c6-8% .... Statik bir girdi ekler.
> arp —a .-«« ARP tablosunu gioriintiiler.

[C=\USERS\MHT >

Buradan arp —a komutunu kullanarak ARP tablosunu gériintiileyebilecegimizi gordiik:

>:N\USERS\MMT >arp —a
Airabirim: 192.168.1.1880 —- Bxhb

Internet ndvesi Fiziksel Adres
192.168. AB-22-6b-ed4—ea—068

"‘5 % e i & e % e & R k4

. A1-P0-5e-B0-A0-16

qSE A1-80-5e-B8-08—fc

.253 #1-00-5e—-B8-00—f d
239.255.255.25@ 81-08-5e-7f—ff—fa statik

Burada internet adresi siitunu IP adresini, fiziksel adres siitunu MAC adresini ve son olarak
tipi siitunu ise protokol tipini icermektedir.



12. What are the hexadecimal values for the source and destination addresses in the Ethernet
frame containing the ARP request message?

# Frame 1 (42 bytes on wire, 42 bytes captured)
B Ethernet II, src: ambitMmic :3d:68), Dst: Broadcast (ff:ff:ff:Ff:ff:fF)
= pestination: Broadcast (ff:ff:ff:ff:fF:FfF)
Address: Broadcast (Ff:ff:ff:ff:ff:ff)
....... 1 iave vusw save asen = IG bit: Group address (multicast/broadcast)
wees wade weis veas ssss eee. = LG bit: Locally administered address (this is nNOT the factory default]
= Source: AmbitMic_a9:3d:68 (00:d0:59:a9:3d:68)
Address: ambitMic_a9:3d:68 (00:d0:59:a9:3d:68)
...... 0 iaiv wevsn waws wans = IG biT: Individual address (unicast)
vere ool veie wuew ssee aes. = LG bit: Globally unique address (factory default)
Type: ARP (0x0806)
= address rResolution Protocol (request)
Hardware type: Ethernet (0x0001)
pProtocol tvoe: IP (0x0800)

Yukarida da goriildiigii gibi kaynak adresin onaltith degeri 00:d0:59:a9:3d:68, varis
adresinin onaltili degeri ise ff:ff:ff:ff:ff:ff dir.

13. Give the hexadecimal value for the two-byte Ethernet Frame type field. What do the bit(s)
whose value is 1 mean within the flag field?

ARP’ta ethernet frame type field igin onaltih deger 0x0806°dir.

14. Download the ARP specification from ftp://ftp.rfc-editor.org/in-notes/std/std37.txt.A
readable, detailed discussion of ARP is also at
http://www.erg.abdn.ac.uk/users/gorry/course/inet-pages/arp.html.

a) How many bytes from the very beginning of the Ethernet frame does the ARP opcode field
begin?

ARP opcode field’lart 20 bytela baslar.

b) What is the value of the opcode field within the ARP-payload part of the Ethernet frame in
which an ARP request is made?

Davet icin olan ARP payload’larinin opcode alaninin onaltili degeri 0x0001 dir.
Bunun anlamn ARP numarasi 10 demektir.

c) Does the ARP message contain the IP address of the sender?
ARP mesajlar gondericinin IP adresini de icerir bu adres ise 192.168.1.105dir.

d) Where in the ARP request does the “question” appear — the Ethernet address of the
machine whose corresponding IP address is being queried?

ARP davetleri Target MAC adres alaninda goriiltr ve 00:00:00:00:00:00" e ayarlanir.
( IP adresi 192.168.1.1"dir.)



15. Now find the ARP reply that was sent in response to the ARP request.

a) How many bytes from the very beginning of the Ethernet frame does the ARP opcode field
begin?

ARP opcode field'lar1 20 bytela baslar.

b) What is the value of the opcode field within the ARP-payload part of the Ethernet frame in
which an ARP response is made?

Cevap i¢in olan ARP payload’larinin opcode alaninin onaltili degeri 0x0002’dir.
Bunun anlami ARP numarasi 13 demektir.

c) Where in the ARP message does the “answer” to the earlier ARP request appear — the IP
address of the machine having the Ethernet address whose corresponding IP address is being
queried?

ARP mesaj cevaplarn gorderici MAC adresinde goriiniir.Bu IP adresi 192.168.1.1 olan
gonderici i¢in Ethernet address 00:06:25:da:af:73 de igerir.

16. What are the hexadecimal values for the source and destination addresses in the Ethernet
frame containing the ARP reply message?

Source adresinin hex degeri: 00:06:25:da:af:73
Destination adresinin hex degeri: 00:d0:59:a9:3d:68

17. Open the ethernet-ethereal-trace-1 trace file in . The first and second
http://gaia.cs.umass.edw/wireshark-labs/wireshark-traces.zip ARP packets in this trace
correspond to an ARP request sent by the computer running Wireshark, and the ARP reply
sent to the computer running Wireshark by the computer with the ARP-requested Ethernet
address. But there is yet another computer on this network, as indiated by packet 6 — another
ARP request. Why is there no ARP reply (sent in response to the ARP request in packet 6) in
the packet trace?

davetleri broadcast 'tir hepsine yollanir ama ARP cevaplan direk gondericinin Ethernet
adresine gonderilir.




