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Coziimler

1. a) ISO tarafindan tamimlanmis ag yonetim alanlar1 hangileridir?
Performance management, fault management, configuration management,
accounting management, security management.

b) Ag yonetim altyapisini olusturan bilesenleri tammlayiniz.

* Managing entity: control the collection, processing, analysis, display of network
management information, and is used by the network manager to control the devices in
the network.

¢  Managed device: a piece of network equipment that is under the control of the managing
entity.

* Management agent: a software process running on a managed device that
communicated with the managing entity and takes action on the managed device under
the control of the managing entity.

*  MIB: pieces of information associated with all of the managed objects in a device.

* Network management protocol: runs between the managing entity of the management
agents on the managed devices, allowing the agents to alert the managing entity to
potential problems, and allowing the managing entity to send commands to the
management agents.

¢) SNMP’de request-response ile trap mesajlan arasindaki 6nemli fark nedir?

The trap message is sent by the management agent to the managing entity (and
requires no response from the managing entity). A request-response message is
sent by the managing entity, with the response coming back from the
management agent.

2. Giivenli bir haberlesmede istenen sirdashik (confidentiality), kimlik dogrulama
(authentication), mesajin tamligi (message integrity), kullamlirhk ve erisim kontrolu
(availability and acces control) terimlerini agiklayimz.

Sirdaghk: Mesajin igerigini sadece génderen ve alamn bilebilmesi.

Kimlik dogrulama: Haberlesmede mesaji génderen ve alanin gergekten iddia ettikleri kisiler
olduklarindan emin olunmas:.

Tamlik: [letim sirasinda mesaj igeriginde degisiklik olup olmadigindan emin olunmast.
Kullamhirhik ve erisim kontrolii: Agin istenen kisilerce istendigi zaman kullanilabilmesi,
kotii kisilerin erisimine kapali olmasi.

3. N adet kisiden her biri geri kalan N-1 kisi ile haberlesmek istesin. Simetrik anahtar
sifrelemesi icin kac¢ adet anahtara ihtiyac vardir? Kamusal anahtar sifrelemesi icin kac adet
anahtara ihtiyag vardir?

If each user wants to communicate with N other users, then each pair of users must have
a shared symmetric key. There are N*(N-1)/2 such pairs and thus there are N*(N-1)/2
keys. With a public key system, each user has a public key which is known to all, and a
private key (which is secret and only known by the user). There are thus 2N keys in the
public key system.



4. Bir davetsiz kullamicin (intruder) elinde bir mesajin hem sifreli hem de sifresi ¢iiziilmiis
stiriimleri elinde olsun. Bu durumda hangi saldiriy: gerceklestirebilir?

In this case, a known plaintext attack is performed. If, somehow, the message encrypted
by the sender was chosen by the attacker, then this would be a chosen-plaintext attack.

5. Sirdashk, mesaj tamhg ve kimlik dogrulama 6zelliklerinin bulundugu giivenli e-mail
gonderme nasil gerceklestirilir, biitiin detaylari ile blok diyvagram olarak gosteriniz.

6. Kamusal anahtar sifrelemesi, sirdashk, mesaj tamhg! ve kimlik dogrulama gibi alanlarin
hepsinde basari ile kullanilabilmesinin nedenini matematiksel olarak aciklayimz.
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7. Poisson siirecine uygun sekilde bir yonlendiriciye paketler ortalama 500 paket/sn hizinda
gelmektedirler. Yonlendiricinin hizmet siiresi {istel dagilmakta ve ortalama 1 milisaniye’dir.
a) Gelen paketin yonlendiriciyi bos bulma olasihgini bulunuz.

b) Ydnlendiricideki ortalama paket sayisini bulunuz.

¢) Ortalama bekleme siiresini bulunuz.

d) Paketin kuyrukta gecirdigi siireyi bulunuz.

a) lamda= 500, mu=1000, ro=0.5
Po=1-r0=0.5

b) El[n]=ro/(1-ro)=1 paket

¢) E(T)=E[n]}/lamda=1/500 saniye

d) E[w]= E[T]-1/mu= 1/500-1/1000= 1ms

8. Bir yonlendirici M/M/1 ile modellenmekte ve paketlerin gelis hiz1 ortalama 10 paket/msn.
Zamanin %99.9’unda yénlendiricide en ¢ok 3 paket olmasi igin hizmet hiz1 ne olmalidir?
(10/mu)”3 <= 0.001

mu >= 100 paket/ms



