NOT: Uygulama icin http://www.clubboon.com adresinden lyelik alinmis giris yaplmis ve cikis
yapilnstir.

1. For each of the first 8 Ethernet frames, specify the source of the frame (client or server),
determine the number of SSL records that are included in the frame, and list the SSL record
types that are included in the frame. Draw a timing diagram between client and server, with
one arrow for each SSL record.
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2 Frase 31: 286 bytes on wire (2288 bits), 286 bywes caprured (2288 bits) on nterface 0
| Ethernet II, Src: Imventec_af:bazb? (00:2E:6c:aB:ba:hay, Dst: lewlett-_26:07:00 (f£:1a:41:25:07:00)
: Internet Protocel version &, Sre: 10.2.0.10 (10_2.0.10), Der: 173.252.113.17 (173.252.113.17)
o Transmission Contral Provocol, Sre Port: 50879 (50979), DSt Port: hocps (443), Seq: 1, ack: 1, Len: 2332
= Secure Sockets Layer
= TLSv1.2 Record Layer: Handshake frotocol: Client Hello
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2. Each of the SSL records begins with the same three fields (with possibly different values). One of
these fields is “content type” and has length of one byte. List all three fields and their lengths.

Content Type: 1 byte
Version: 2 bytes
Length: 2 bytes

Bunlar “Secure socket” leridir.
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3. Expand the ClientHello record. (If your trace contains multiple ClientHello records, expand the
frame that contains the first one.) What is the value of the content type?

123 application Data

& Cliert Mey Exchange, Change Cipher Spec, Encrypred nandshake Hessage
I hanma ¢inkes Gnar  Cncruntas Handchabs waczass

Lead time 000,031

Handshake mesajlari ekranda goziiktiigli Gizere gosterilmektedir.

4. Does the ClientHello record contain a nonce (also known as a “challenge”)? If so, what is the value
of the challenge in hexadecimal notation?

Sonda yer almasi gereken challenge, giincelligi garanti etmektedir. Fakat aldigim cikhlarda (sekil 4-a) yer
almamaktadir. Bu yiizden olmasi gereken resmi (sekil 4-b) verilen érnek trace tizerinden koymus

bulunmaktayim.
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39 5 Tsvl. 2 368 Client Key Exchange, Change Cipher Spec. Encrypted Handshake Message
7 5.165215000 173.252.113. 17 . mEsvi.2 01 change Cipher Spec. Encrypted Handshake Message
55 5.190480000 10.2.0.10 173.252.113.37 TLSwL.2 ation Data
63 5. 290357000 10.2.0.10 32.233.3 TLSWL 571 client hella
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C er Suite: TLS RSAWITH_IDES.EDE_CBC_SHA (Ox0D0a)
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Cipher Spec: TLS_RSA_EXPORT_WITH_RCZ_CHC_SD_HDS (ONOO0DOB)
Cipher Spec: SSL2_RC4_128_EXPORTA0_WITH_MDS (OxO20080)
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5. Does the ClientHello record advertise the cyber suites it supports? If so, in the first listed suite, what
are the public-key algorithm, the symmetric-key algorithm, and the hash algorithm?

RSA, RC4, MDS5 sifreleme metodlari kullaniimis.
RSA = acik anahtarlama sifrelemesi,

RC4 = simetrik anahtar sifreleme,

MDS5 = karma algoritma.
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6. Locate the ServerHello SSL record. Does this record specify a chosen cipher suite? What are the
algorithms in the chosen cipher suite?
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4 TLSVL. 2
5 mLSvl.2
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55 5, 190480000 TSVl 2 applicarion Daca
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: 0

Extension: Length: 9
EXTErsion: server_name
Type: Server_name (Ou0000)

09 00 00 00 0O
0 10 22 00

Tek satirda RSA, RC4 ve MD5 sifrelemeleri yapiliyor.

7. Does this record include a nonce? If so, how long is it? What is the purpose of the client and server
nonces in SSL?
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Evet bu random icindeki iki satir yer almaktadir. Asagida byte cinsinden degerleri verilmistir.
- > 1. Satir 4 byte (sekil 7-a)
- > 2. Satir 28 byte (sekil 7-b)
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8. Does this record include a session ID? What is the purpose of the session ID?

Evet iceriyor bu “Beni hatirla” durumunu gerceklestirmeye yarior. Cikis yapildiginda sifre ve kullanici
adini hatirlar.
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9. Does this record contain a certificate, or is the certificate included in a separate record. Does the

certificate fit into a single Ethernet frame?
€  obhicepne Weswk s @i henimsie) . 7
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Ayri bir baslk altinda certificate icermektedir.



10. Locate the client key exchange record. Does this record contain a pre-master secret? What is this
secret used for? Is the secret encrypted? If so, how? How long is the encrypted secret?
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Evet, premaster secret icermektedir. Bu mac adreslerini sifreleme icin kullanilmaktadir. 256 byte
uzunlugundadir.

11. What is the purpose of the Change Cipher Spec record? How many bytes is the record in your
trace?

Sirali gelen paket mac id ile hep birlikte gonderiyor bir sonraki id de yer aliyor bdylece kayip olmuyor.
Sonra gelen paket sifresinde 6 byte yer aliyor. (6 byte = 1 byte mesaj 5 byte header)



12. In the encrypted handshake record, what is being encrypted? How?
€« abhidipn Wisikdos W NE o mse o~ I
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Encrypted Handshake Message -> kendinden 6nceki hadshake mesajlarini sifreleyerek génderiyor,
bunun amaci garantilemedir.

13. Does the server also send a change cipher record and an encrypted handshake record to the
client? How are those records different from those sent by the client?

Biri client biri server tarafindan Change Cipher Spec record tek mac, encrypted handshake record biitiin
mac adreslerine gore sifreleyerek gonderiyor.

14. How is the application data being encrypted? Do the records containing application data include a
MAC? Does Wireshark distinguish between the encrypted application data and the MAC?

Application data RC4 sifrelemesi kullanilarak baslanmis sonrasinda pre-master key ve en sonunda ise
challence islemi yapilarak sifreleme hem server hemde kullanici arasinda gerceklesmistir.

15. Comment on and explain anything else that you found interesting in the trace.

Data génderiminde SSL mesaj alisverisi icin TLSv1.2 kullanmaktadir ve bagzi ClientHello mesajinda TLSv1
kullanirken bazilarinda TLSv1.2 kullanilmistir.



