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WIRESHARK

* Bilgisayara ulasan paketleri yakalamaya ve bu
paketlerin icerigini goruntlilemeye imkan tanir.

* Bilgisayara bagli her turlt ag kartlarindaki tim
TCP/IP mesajlarini analiz edebilen bir
orogramdir.

* Kurulum icin gereken dosyalari
Wttp://www.wireshark.org adresinden elde

edebilirsiniz.



WIRESHARK OZELLIKLERI

Unix ve Windows isletim sistemleri icin uygundur.

Yerel ag arayuziuntnden paketleri tutar ve ayrintili bir bicimde
protokol bilgileriyle gorinttler

Tutulan paketleri kaydetme 6zelligi vardir
Cesitli kriterlerde paket arar ve filtreler

Alinan ve gonderilen paketleri filtrelemeyi baz alarak renklere
ayirir ve kategorize eder.

Cesitli istatistikleri yapilan ayarlar dogrultusunda kullaniciya
sunar.

750’nin Uzerinde protokoli analiz eder



Kullanim alanlari;

Paketlerde
okunabilir

Agda
Agin

KI pro

Ki ikili veri seklindeki bilgilerti,
oir formata donusturmede kullanilir.

olemleri cézmede kullanilir.

nerformansini analiz etmek icin kullantlir.

Aga izinsiz girenleri tespit etmede kullantlir.

Uygulamalarin gerceklestirdigi operasyonlari
analiz etmede kullantilir.

Ag kartindaki hatalari bulmada kullanilir.
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Ana Pencere

i! bop.pcap - Wireshark o=

Fle Edf Views Go Capluie Anakce  Stetisics Hslp
B Weee a0 x % a8 R e F L EIRE Q-]
El'ter:l b |§mr&:zbn...l I:haflgzmlpl
Mo, - ]I‘i‘ris !Sm |Dmhn Iﬁuh:nﬂllih =
1 0.000000 197.16.0,33 197.16%.0,15 TCP bgp > 2123 [FIN, PSH, ACK] Seqe
£ 0. 000031 1%9%2.168.0.1 192.168.0. 35 TP 2123 > bhgp [ACK] =eg=0 Ack=1 wi
30000422 192.168.0.15 162.168.0.33 TCP 2123 > hgp (FIN, ACK] Seqg-0 Ack
4 0, 006057 102,168,033 182 168 0,15 TCR bgp » 3133 [ack] Sagel scke-1 wi
§ T.0099TT 192 183.0.15 1%2.168.0, 35 TCP 21724 > bgp [S¥K] Seg=0 Len=0 M=
6 5. 003909 19%2.168.0.33 192.168.0,15 TCP bogp > 2124 [5vH, ACK] Seg=0 Ack
7T B, 003054 192.163.0.15 192.163.0,33 TCP 2124 » bgp [ack] sSege=l Ackel wi
b R T A THs T b Th 19, .88 EBGF Mess
G B, ZOB04E  192.168.0.33 197 168 0,15 TCP bgp > 2124 [ack] seg=1 Ack=30 w
19 8. 337997 192.168.0,33 192.168.0,15 BGP CPEN Messzge
11 B. 328027 192.1a8.0.1 192.168.0, 33 TCP 2124 = k:-gp [Ack] Seqg=24 Ack=30
1 B IER1TS o o B 7 T L 10T TRE N 12 =Tyl u} KECCDAl TWE Maoscama
1 | *
[ Frame & (22 byTes on wire, Ha bytes capturad)
@ Ethermat I, Srec! bellicomp_23:85:95 (00:c0:af123165:085), bet: Cisco_35:08 ' 1c (00:00:00:35108!
@ Internet Protocal, Src: 192 168.0.15 C192.168.0.15), Obst: 192.168.0.23 (192.168.0.33)
@ Transmicsion Control Protacol, Src Port: 2124 (2224), bst Port! bgp (17Q), Seqt 1, Ack: 1, Lt
[ Bordar Gateway Protocol

] ji|
000 00 OO0 Oc 35 08 Ic 00 <O 41 23 <5 95 08 00 45 00 ...5.... Cé....E. =

0 0045 48 a% 40 00 A0 08 70 49 <0 a8 00 OF <0 a8 .EH.@. 4. pI......

20 0021 08 4c 00 b3 odf 33 9d 62 7a 40 20 46 2018 ,!.L...3 .bz8.FP.

30 FdTEH IS0 WM T FEFFFF A FEFFFREFE Peiioes seaidinis

0 FEFREFFFAEFAE AP 00 1d 0L 04 Te 02 00 b4 €0 a8 .....eer connnans

50 00 OF Q0 i |
File: "L \Wireshat< \bgn peap’ 1911 Epies 000009 P HD: 20N 0 =

Information Field Display Information Fisld



Ana Pencere Bilesenleri

Pencere Bileseni Tanimi

Menu Bar :Menudeki maddelerin, grafiksel ara ytztnu iceren klasik bir
uygulamadirr.

Tool Bar :Wireshark’in sik kullanilan fonksiyonlarinin kisa

yollarini icerir. Kullaniciya gore ayarlanabilir.

Filter Bar :Yakalanan paketleri, istenilen sekilde ayrilarak

gosterilmesini saglar.

Summary Window :Yakalan paketlerin her biri icin, bir satirlik 6zet bilgi sunar.
Protocol Tree Window :Summary window’da secili olan paketin detaylh bilgilerini,
kullanicilarin anlayacagi sekilde diizenleyerek sunar.

Data View Window :Summary window’da secili olan paketin, detayli bilgilerini,
herhangi bir diizenleme yapmadan sunar.

Display Information Field :Paketlerin numaralarini, gtincel olarak

gosterir.



Summary Window

Yakalanmis paketlerin tamamina buradan bakilabilir. Her bir dosyanin iceridi bir satir
olarak sunulur, satirlar belli dzelliklerine gore situnlara aynlir.

Sutun Adi Tanimi

No Yakalanan dosyanin icindeki pakeflerin numarasini
temsil eder. Garuntileme filtresi (display fitler)
kullaniimadig) strece bu numara degistirilemez.

Time Paketin zaman damgasidir.
source Paketin nereden geldidini gdsterir.
Destination Paketin nereye gittigini gosterir.
Protocol Protokol isminin kisa versiyonudur.

Info Paket icerigi hakkinda ekstra bilgi gosterir.




Summary Window

Mo - Time Souce Dieztinatan Pratacal | Inio =

1 0. oooogg 192.168.0, 23 192 .1668.0.17 TCF I:lgp > 21723 EFIN, FaH, ACHj =]
2 D.o0onpasl 162.1a8.0,15 152 1aE. 0. 33 TEP 2123 > bogp [acK] Seo=0 ack=1
3 D004 22 1892.1a8.0,1°5 192,166,033 TiZP 2123 = bgp [FINW, ACK] Seq-0 A
4 0.00an57F 152.168.0, 33 152.166.0.1°5 TCZP I:lgp > 2123 [ack] sen=1 Ack=1 1
5 7.000077  102,168.0,15 1972,16R.0, 33 ToP 2124 » bap [SrH] Sen=0 Len=(0 1
o B.OO3005 162, 1ad8.0, 22 152, 1aE.0.1°5 TiZP obgp = 2124 [S¥M, ACK] Seg=0 A —
7 OB.O03%54 152.1468.0,15 152,166,053 TCP 2lzd = l:lgp [ack] Seg=1 Ack=1 1

| oo, U4 0g S 1Y, 1ba. 0, 19,188,033 JPEM Message
G E.ZO0E0AR 162.1a8.0, 22 162 . 1aE.0.1°5 TiZP bgp = 2124 [ACK] Seg=l Ack=320
10 B.337997 152.168.0, 33 152 . 1566.0.1F5 BiSF OPEM MeEssage
11 B.33B07Y 192,.1838.02,15 1922.186.0.33 TZP 2124 = bogp [ACK] Seg=30 Ack=3
T o 22R1E 1R 169 ™ 1K b O T T = T =Tl | FECMAL T o e o ﬂ

Sttun Adi Degeri

No 8

Time 8.004042 (yakalama iglemine baglanildigindan itibaren)

Source IP numarasi 192.168.0.15

Destination IP numarasi 192.168.0.33

Protocol Border Gateway Protocol (BGP)

Info OPEN Message




Protocol Tree Window

* Paketi butlin protokol’lerin bir Uist agaci(tree) olarak
canlandiralim. Her bir protokol icin agac digiimii(tree node)
olusturulur. Bu agac digumleri sayesinde, protokol alani daha
genis bir sekilde tanimlanabilir. Herhangi bir agac digiiminin
alt agaca sahip olmasi,onun daha genis bilgiler gosterecek
sekilde genisletilebilecegini veya sadece 6zet bilgiler

gosterecek sekilde daraltilabilecegini gosterir.



Protocol Tree Window

Kl H =l K H

Border Gateway Protoco]

Frame 3 (83 hytes on wire, 83 hbytes captured)
Ethernet 11, Src: Dellcomp_23:c5:85 (00:c0:4f:23:c5:05], Det: Cisco_25:0e:1c (0D0:00:0c:35:0s:
[nternet Protocol, Srcs 192.168.0,15 (192.168,0.15), Dbst: 192.168.0.35 (19.168,0,33)
Transmission Control Protocol, Src Port: 2124 21243, bst Fort: bgp (179), Seqr 1, Ack: 1, Le

Katman Protocol Tanim

Packet Meta Data Frame 83 bytes on wire, 83 bytes
Captured

Data Link ( Layer 2/L2 ) Ethernet I Src Addr: 00:c0:4f:23:¢5:95,
Dst Addr: 00:00:0c:35:0e:1c

Network ( Layer 3/L3 ) IP Src Addr: 192.168.0.15,

Transport ( Layer 4/L4)

Application Layer
( Layer 7/L7)

Transmission
Control
Protocol (TCP)

BGP

Dst Addr: 192.168.0.33

Src Port: 2124, Dst Port: bgp(179),
Seq: 2593706850, Ack ...




Protocol Tree Window

il bgp.pcap - Wireshark =
File Edit Yew Go LCaphre Analyze Statebc:  Help

B e e e o 2@ x % &R ¢« 2 F 2 BEH a8

Filter: - I Ea-tprenim...| Clear gppl_l,.ll
Ka. Tre - Source Dizstinaticn FPiolocd | Inla :I
7 OB, 002054 102,168, 0.15 102,168, 0.33 TCPR 2124 = bgp [ack] seq=l Ack=1 '.J
3 5. 004042 0. 1652 L P :
O 5. 2080458 1o @8 033 162 a8 015 TCPR oop = 2124 [ack | sed=l Ack=30
bt I T = BTN ! il ANRTS ASES SN TS AT ASS M 1 E = kL AA e e e j
1] | 0|

Frame 8 (83 bytes on wire, &3 lkntes captured)
Ethernst 1I, Src: Dellcomp_23:c5:25 (O0:c0:4Fi23:C5:%5]), Dst; Cisco_35:0e:lc (00:00:0C:35:0e;
Intarnet Protocol, Src: 192.168.0.15 (152.168.0.1570, Dbst: 152.168.0.22 (197.16E,0.23)
Transmission Control Protocol, Src Port: 2124 21247, DSt Port: bgp (1791, Seq: 1. aAck: 1, Le
Border Gateway Protoco]
0 ©PEM Message

mMarker: 1o bytes

Length: 25 bytes

Type: CPEM Message (17

version: 4

My ASD Q3033

Hold time: 180

BaP identitier: 192.16E6,0.15

optional parameters Tength: O bytes

| |
0000 D00 00 Oc 2% 0s 1< 00 <O 4T 23 <5 85 O 00 45 00 ce i Geae. ... E.

[l & B H &

0010 DO 45 48 e9 40 00 40 08 FD 49 <0 a8 00 Of <O aB LEH.E&. 8., pI......
Q20 D0 21 08 4C 00 b3 df 33 9d 62 F3 40 20 44 50 18 Lol 3 L hEE PP,
D020 Fd F8 19 0z oo 00 £F ff ff ff £F ff £f ff £F ff I i e
ooa0 £F £F £F £ £F £ 00 1d 04 f= 03 00 b4 O a8 . ...... H.-.-...
MACC A S

G

BGF rzcsage e [bapbvoe], 1 Byke I P20D0: 20 M: 0




Data View Window

Protocol Tree window
bolimuinden, BGP Message
Type alani secilmistir.Data
view window bolimiinde
belirginlesen “0040” offset’i
paketin, 0x40 hexadecimal’lik
ya da 64 byte’lik oldugunu
gostermektedir. Belirginlesen
9. Byte “01"” degerini
gostermektedir. Bu degerin
ASCII tablosundaki
karsihgini(sekildeki Giclinci

(@)

yuvarlak) “.” isareti
bulunmaktadir.

Offsat of
First Octet
in Row
(in Hex)

i bgp. peap - Wileshaik
Fle Edt View Go Caplue Andiee Staistcr Hep

i

.
Stad & new bve caphae|

Fiber

W alee pPBxuwlE Revog e BF

Q Espresiion.. I Q@:rl ﬁp-phll

Length: 79 bytes

Typa! OPEN Messane (1)

VErs1on: 4
My AS: BE033
Hold Time: 130

P o e e il R

L I L T Y O -

Mo Tirra - Souca Dagtination Prolzeal | lnfe
PR 003054 162 168.0.15 1&? "EE EI 3? TER 2124 > bgp [ACK]
B &, 00404 19, lag, U, 1) 1%2.16 aF OPEN Message
9B, J0B04E 192.108.0.35 182,168, D 15 TCF bogo » 2124 [ACK]
10 8. 337007 162,168, 0.33 162.168.0.15 BZP CPEN Mazzage
11 8.338027  192.108.0.17 192,168, 0,33 TCF 2124 > bgp [ack]
12 B.338111 192,168, 0,15 192.168.0.33 BGF KEEPALIVE Messange
13 B.342206  1%2.168.0.33 192.168.0.15 BSR KEEPALTVE Messane
14 8,349836  192.168.0.1] 192,168.0.33 TCF 2124 > bgp [EEH?
15 . 5441m 197,168, 0,33 182.168.0.15 TCP bgn » 2134 [ack]
AL M Eddd ok AMAS AS5 A AR LT Y, | e PR A O i hm e mm e
4 |
3 QPEN H-E'SS-EI.I;E
Marker: 16 hytes

UL UL 0L 33 U8 LL UU LU 41 23 03 93 UB UU 43 UJ sesdeses UFa.anE
00 45 48 &9 40 00 40 06 70 49 cO af 00 Of <0 a8 EH.®. &, pl...
00 21 08 4C 00 b3 oo 33 Sd 62 72 40 eQ 46 5018 . !.L...3 .D2®.FP.
7d 78 1% 03 00 o0 £Ff f£F FEFEFE FEFE-PREE Pt oo ims i,
fFFF FF FF FF FT 00 1o ()04 F2 00 00 b4 20 a8 ........ (E} ......
o0 OF 00 Bytesin Bytes in
Field (in Hex) Field (in ASCII]
[BGP mestage ype (bap. bpel Tt | P 200 20M 0



Display Information Field

-

2 0.017529 192.168.1.

SHMP
SHMP

G2.168.:
3 52.168.:
258634 1Z8.11%9,245.12
. 260813

F.2BL
.EDSDEE

305115 192.168.1.

+# ETthernet II, sSra:
# Internet Protocol version 4, src: 128

4T
o010 04 13 74 4b 40 00 37 06 94 0OF B0
Qo020 01 &6 00 50 10 d3 8c 57 <6 hs fd
Q030 19 20 ak 22 00 00 45 54 54 50 2
0040 20 30 20 4F 4b 0d 0a 44 Bl F4 A5
Q050 2c 20 32 33 20 53 65 F0 20 32 30
O0&0  3a 33 383 3a 34 34 20 47 4d 54 0d
Q070 A% F2 2a 20 41 FO 81 /53 68 &5 2
Q080 30 20 28 52 65 a4 20 48 el 74 20
ool 29 0d 0a 4 &1 73 74 2d 4d &fF 64
00ao 3a 20 54 75 AL 2c 20 32 33 20 53
Ookh0o 30 33 20 30 35 3a 33 38 3a 30 30
wls)  0a 4% 54 61 67 33 20 22 31 672 66

Packets

@ File: "C:\Documents and Settings\DilaralDeskkop...

LinksysG_da:af:73 (00:06

3
T
1d
sl
3a
a0
0a

4
55
65
20
55

[¥la]

45

:25:dazat: 730, Dst:
L1199, 245,12 (128,119, 245,127, Dst:

SHMP
SHMP

TCP

LTUBE, .
ERE. 7.

B = B Y

i 61 Displaved: 61 Marked: 0 Load time: 0:00.015

&0 http = wisicron-ws [ACK] e

. .5..E.
e
=T
TPA1.1 2
ate: Tue
2003 05
MT..52ry
hes2.0.4
at Linux
Modified
3 Sep 20
00 SMT.
1bffo-z2h

HTTPfl 1 2DD (8],4 [textfhtm]

Prafile: Default

Dellcomp_4f:i36:23 (00:08:74:4F:3 »~
192.168.1.102 (192.168 |

b




File Menusu

4! [Untitled) [Wireshark 1.6.5 [SYM Rev 40429 from ftrunk-1.6)]
Edit Miew Go Capture  Analvze  Statistics  Telephomy  Tools  Intermals  Help

Open... wo |28 Q¢ 2 F L |BE QA @0 MMk O
Open Recent LI
Merge... Expression, ..
Import... Destination Protocol  [Length Info
# Cose Chrl+w R L1 e S 1T -r e
& save TS e
[ save as... shift+Ctrs  [L104
File Set
Excport ]
= Print... Ctri+P R 1258.11% 5.1z ; 4 unikeypro = http [A j
_ 102 . . GET Sethereal-Tahs Tah2-1.
@ Quit Cr+Q 45,12 TCR 60 http > unikeypro [ack] Seq
12 0,024745 128,119, 245,12 (textfhtm

HTTP 430 HTTP/1.1 200 OK
2 0.0204582 /s r3

0. 055516

128.119.245.12
l'—i' lhh l ll..l._'

Frame 10: 555 bytes on wire (4440 bits), 555 bytes captured (4440 bits)

Ethernet II, sSrc: DellcComp_4f:36:23 (00:08:74:4F:36:23), Dst: Linksyss_da:af:73 (00:06:25:da:af
Internet Protocol vWersion 4, Src: 192.168.1.102 (192.168.1.10203, Dst: 128.119.245.12 (128.11%9.°2
Transmission Control Protocol, Src Port: unikeypro (41270, Dst Port: http (800, sSeq: 1, ack: 1,
Hypertext Transfer Protocol

+

*
000 00 08 25 da af 73 00 08 V4 4f 36 23 08 00 45 00 LoHoos.. TOB#.LE.
W10 02 1d Ol cd 40 00 80 06 00 00 <0 aB 01 66 80 77 N . fow
W20 f5 0c 10 1f 00 50 F5 32 &4 b2 &b a6 54 52 50 18 ..... P.2 d.k.T.P.
030 fa o 39 a2z 00 00 47 45 54 20 2f 65 74 68 A5 72 .9...GE T fether

W40 a3 6l ac 2d Gc 6l 62 73 2f 6c 6l 62 32 2d 31 Ze eal-labs ,K'Iab2 1
W50 68 74 6d 62 20 48 54 54 50 2f 31 2e 31 0d Ca 48 htm1 HTT P/1.1.




Menii Secenegi

Open
Open Recent :

Merge :
Close:
Save:

Save As:

File Set:
Export :
Print :
Quit:

File MenlisU

Tanim

Kayith olan bir wireshark dosyasini acmamiza yarar

Son islem goren wireshark dosyalarini listeler ve acmamiza
yardimci olur

iki tane ayri dosyay! tek bir dosyaymis gibi gdsterir
Yakaladigimiz dosyalari kapatir

Kaydet

Kayitli olan bir dosyada yapilan degisiklikleri baska bir
lokasyonda bagimsiz olarak kaydetmemize olanak saglar
Dosyadaki bilgileri dlizenlemek icin bir altmeniddir
Baska bir dosyay! export etmemizi saglar
Yazicidan cikti alir

Wireshark uygulamasindan cikar



Edit MenUsu

1 {Untitled) [Wireshark 1.6.5 {SVYN Rev 40429 from J/trunk-1.6]]

File Maal8 Wizw Go Caphure  Analyze  Statistics  Telephony  Tools  Inkernmals  Help

By Copy P?Q BE Qe MMk 8
Filker| Eindl Packst.. Cir+F Expression
Find et Chrl+M
Mo, Find Previous Chrl+E Protocol Length | Info
Mark Packet (toggle) ChelH-M
Toggle Marking OF All Displayed Packets Shift-+Crl+alk-+1 IS SHMP
Mark. &l Displayed Packets Shift-+CErlH-M
IInmark, all Displayed Packets ChrlH-alk+r
Ignore Packet (toggle) Chrl+D e
. GET ,fe‘therea'l 'Iabs,f'labz 1
162 TCP 60 http > unikeypro [Ack] sSeq
(5 Set Time Reference (toggle) Chrl+T HTTP/i'l 200 OK (tEXIJhtm
Un-Time Reference All Packets Chrl+ak+T
Confi tion Profiles, .. Shift+Chrl+a ¢
FI =Rniguration Frotles I ' | bytes captured (4440 bits)
g i Breferences... Shift-+Ctrl+F 4:4f:36:23), Dst: LinksysG_da:af:73 (00:06:25:da:af

Internet Protocol Wersion 4, Src: 192.168.1.102 (152.168.1.1027, Dst: 128.11%9.245.12 (128.11%9.2
Transmission Control Protocol, Src Port: unikeypro (41270, Dst Port: http (800, Seq: 1, ack: 1,
Hypertext Transfer Protocol

+ = F O E

*
QOO0 00 06 25 da af 73 00 08 74 4f 36 23 08B 00 45 00 ¥l Ls.. TOG#, L E.
o010 02 1d 01 <d 40 00 B0 06 OO0 Q0 cO aB 01 &6 B0 77 B T fow
o020 f5 0c 10 1F 00 50 £5 32 64 b2 6b a6 54 52 50 18 ..... P.2 d.k.T.P.
oo3o fa fO 39 a2 00 00 47 45 54 20 2f 65 74 68 65 72 .9...GE T fether

god40 /5 Bl 6c 2d Ac Bl A2 F3 2f 6cC Al 62 32 2d 31 2e Ea'l 1abs Alab2-1.
0050 68 74 6d 6C 20 48 54 54 50 2f 31 2e 31 0d 02 48 htm1 HTT P/1.1..H
goeld 6F 73 74 3a 20 67 6L 69 6L Ze 63 F3 Ze 75 6d 61 ost: gai a.cs.uma




Menl Secenegi
Find Packet(Paket Bul) :

Find Next(Sonrakini Bul) :

Find Previus(Oncekini Bul):

Mark Packet:
Find Next Mark :

Find Previus Mark :

Set Time Referance :

Preferences :

Edit MenUsu

Tanim

Kullanilan filtreye, hex degere ya da stringe gore
arama yapar ve buldugu paketleri listeler

Aramayla eslesen paketten bir sonraki paketi bulur
Aramayla eslesen paketten bir 6nceki paketi bulur
Summary Window da secili olan paketi isaretler
isaretli olan paketler arasinda bir sonraki isaretli
paketi bulur

Isaretli olan paketler arasinda bir énceki isaretli
paketi bulur

Secilen paketi zaman referansi olarak alir ve sonraki
paketlerde o zaman degerlerine gére degerini alir.
Kullanici tanimli ayarlari degistirir



View Menusu

i {Untitled) [Wireshark 1.6.5 (SYN Rev 40429 from ftrunk-1.6)]
Fil: Edit BUEEN Go  Capture  Analyee  Statistics  Telephony  Tools  Intermals  Help

@_ gl § v MainToobar | & B ﬁ 2 EIE Gl El @ ) el e Fa \@'
v Filter Toolbar I

Filker: Expression. ..
Wireless Toolbar o

v Statusbar :. - Protocol | Length InFl:l

v Packet List

v Packet Details
Packet Bytes

Time Display Format
Mame Resolukion

v Colorize Packet List

=
=
|_'.
[} o oo R = R o B
A Y

v Auko Scraoll in Live Capture . . GET fether‘ea'l—'labsﬂam—l.
11 TCP 60 http > unikeypro [aCK] seqg
12 | =L ZoomIn Chrl++ HTTE 430 HTTR/1.1 200 oK (texthtm
El =, Zoom oot Chrl+- Tavi
@, mormal Size Crl+=
[ resize &l Columns Shift+Ckr+R
Displaved Colurmns 4 |L
+ Frame |, 555 hbytes captured (4440 hbits)
+ Ether] _ f:OB:?4:4F:36:23), Dst: LinksysG_ da:af:73 (00:06:25:da:af
s Dredd Cir+Right [6g 1,102 (192.168.1.102), Dst: 128.119.245.12 (128.110.2
# Transt Collapse Al Cttleft & Undikeypro (4127), Dst Port: http (800, seq: 1, ack: 1,
+ Hyper: Colarize Conversation ’
M Coloring Rules... !: ¥
Qooo 04 ] i 2 08 00 45 00 LeLLs.. TOB#.LE.
polo 0z Show Packet in New Window B 0L 66 B0 77 vueeBave wurnn fow
0020 F% @ pelnad bR B 54 92 50 18 ..... P2 dok.T.P.
o030 fa J5 74 B8 Bh T2 LSE T fether

0040 65 61 6C 2d 6C 61 62 73 2f 6C 61 62 32 2d 31 Ze ea'l “labs /abz-1.



Go Menusu

it (Untitled) [Wireshark 1.6.5 [SVYN Rev 40429 from firunk-1.6)]
File Edit View MEEN Capture Analyze Statistics  Telephony Tools  Internals  Help

S pTLIEE QA &8N x| B
Filter: %) Go ko Packet... ct+a | Expression...
Mo, Time Protocol | Length InFu:u
SHMP
Previous Packet Chrl+p
Mexk Packet Chrl4+Down S SHMP
First Packet Ctrl+-Home e S R PEErE—
77 btd”ddrd CuUEry A O
Last Packet Ctrl+End |102 DMS 203 Standard query response A

Previous Packet In Conversation e+,
Erl+.

Mexk Packet In Conversation | 1()2

LA LS.

GET fetherea1—1ab5j1ab2—1.
11 0.02243%  128.119.245.12 192.1658.1.102 TP 60 http > unikeypro [ACK] Seq
12 0.024143 128.11%. 245,12 192.1es8.1.102 HTTF 430 HTTRAL.1 200 oK (Text S htm
13 0.029482 E E Fan

0.055516

5 0.1ad45927 1%2.168.1.102

# Frame 10: 555 hytes on wire (4440 bits), 555 bytes captured (4440 bits)
+# Ethernet II, src: DellCcomp_df:36:23 (00:08:74:4f:36:230, Dst: Linksysc_dazaf:73 (00:06:25:da:af
+ Internet Protocol wersion 4, sSrc: 192.168.1.102 (192.168.1.1020, Dst: 128.119.245.12 (128.11%9.2
# Transmission Control Protocol, sSrc Port: unikeypro (41270, Dst Port: http (800, sSeq: 1, Ack: 1,
+ Hypertext Transfer Protocol

>
ooo0 00 08 25 da af F3 00 08 74 4f 36 23 08 00 45 00 Lokl Ls. . TOGR. LE.
o010 02 1d 01 cd 40 00 80 06 00 00 <0 a8 01 85 80 77 B fow
o020 5 0c 10 1f 00 50 5 32 64 h2 6bh a6 54 92 50 18 ..... P.2 d.k.T.P.

0030 fa O 39 a2 00 00 47 45 54 20 2f a5 74 68 a5 72 ..9...GE T Sether




Capture Menusu

7 http-ethereal-trace-4 [Wireshark 1.6.5 (SVN Rev 40429 from ftrunk-1.6)] M=1ET
File Edit Yiew Go NEEWNEN Analyze Statistics  Telephony  Tools  Internals  Help
BN el & B Interfaces... i+l | 2 F 2 | BIE Q@ WM 8
@ Options. .. CErlE |—
Filker: @ Start CHI+E Expression...
Mo, Time ) Protocal | Length
I 1 0. 000000 1 SHMP 12 get-reguest 1. *
2 0.01F52%9 L 1 [Qet-response 1 3 Eu 1 4 1 1:I
ERENGGNEERE & —apture Filkers., .. 1 SHMP 52 get-reguest 1. .
4 3.034939 TI9XTTEELTIOY ITH2.168.1.102 SMMP Q3 get-response 1.3.6.1.4.1.1]
5 A.035232  192.168.1.102 192.168.1.104 SHMP 12 get-reqguest 1.3.6.1.4.1.11
6 6.055514 192.168.1.104 152.168.1.102 SHMP o3 get—respunse 1.3.6.1.4.1.11]
77 loelon 192.1658.1.102 125.115.245.12 TCR 62 visicron-vs > http N
8 7.236504 125.119. TZP 2 http = wisdicron-ws [S¥M, A
7.236G533  192.165.: TCP 4 CrOr = http [ack]
=] 192,168, HTTPF GET Sethe ; flabz-4.
11 7.258634 125.119. TCP 60 http = wisicron-vs [ACK] =S¢

.260813 128.1159.

2.168.C

HTTP (text htm

105? HTTF'fl 1 200 (o] 4

http-> cﬁmpx 10ckv1ew [SYN
>

o 305086

165.193.125. 218

Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 hits)

Ethernet II, Src: Dellcomp_d4f:36:23 (00:08:74:4F:36:230, Dst: Hewlett-_6l:eb:ed (00:30:cCl:61:eh:
Internet Protocol wersion 4, Src: 192.168.1.102 (192.168.1.1020, Dst: 192.168.1.104 (192.1858.1.1
User Datagram Protocol, Src Port: owserver (43047, Dst Port: somp (1610

Simple Metwork Management Protocol

+ FHFE

>
Ooo0 00 30 <l 81 eb ed 00 05 F4 4f 36 23 05 00 45 00 L00a0... TOA#.LE.
0010 00 4e 02 aa 00 00 80 11 00 00 CO a8 01 66 <O as B f..
0020 01 6% 10 dO 00 al 00 3a S0 16 30 30 02 01 00 04 N o - S o0 PR
Q030 06 70 F5 62 6C 69 63 a0 23 02 02 18 21 02 01 00 pub‘l'l-: ol

0040 02 O1 00 30 17 30 15 06 11 2b 08 01 04 01 0b 02  ...0.0.. .+ ...




Capture Menusu

Interfaces: Programda paket yakalama islemini
baslattigimiz yer

Options: Paket ayarlama menusunu acar

Start: Paket yakalama islemini baslatir

Stop : Paket yakalama islemini durdurur

Restart : Durdurulan paket yakalama

islemine tekrar devam eder
Capture Filters : Yakalama filtresini ayarlar



Analyze Menusu

" http-ethereal-trace-4 [Wireshark 1.6.5 (SVN Rev 40429 from Jirunk-1.6)] M=

Eile Edit Miew Go Capture BEREIREEN Statistics  Telephony  Tools  Internals  Help

B oW e (5§ Dsslay Fers.., lEE caeaan #5M % B
Display Filker Macros. .. I

Filter: | Expression...

Prokocal  Length InF-:-
SHMP

Source
152,
JIEEN -+ Enabled Protocols, .. Shift+Crl+E

192,

42 Decode As...

8E User Specified Decodes. .,

Follow UDP Stream

TCP G0 http = ywisicron-vs [ACK] S

Conversation Filter | HTTP 1057 HTTP/1.1 200 oK _(text/htm

.258634 ¢ Expert Info Composite |

12 7.260815 128.:

B, 102 165 23,218 : ; > http [s
7. G2.1688.1.102 134.241.6. 82 . M] Seqg=
.305086 193 123 218 192 168 1 102 TCP 62 http > cumpx 10ckv1ew [SYN

}

Frame &: 93 bytes on wire (744 bits), 593 bytes captured (744 bits)

Ethernet II, Src: Hewlett—_gl:eb:ed (00:30:cl:al:eb:ed), Dst: Dellcomp_4f:36:23 (00:08:74::4FT:56:
Internet Protocol wversion 4, Src: 192.168.1.104 (192.168.1.1047, Dst: 192.168.1.102 (192.168.1.1
User Datagram Protocol, Src Port: snmp (1610, Dst Port: pinghgl (430860

Simple Metwork Management Protocol

+ F R F

>
QOO0 00 08 74 4f 36 23 00 30 <l 61 =h ed 08 00 45 00 LLTOB#.0 Lan.. . E.
00lo Q0 4f ed 8a 00 00 3c 11 0Oc 5 <0 al 01 88 <0 al e T h..
Q020 01 &4 00 al 10 d2 00 3h &6c Qe 30 31 02 01 00 04 i ;7 1.01....
0030 06 FO F5 62 6cC 69 63 a2 24 02 02 18 23 02 01 00 Spublice ...

0040 02 Ol 00 30 18 30 16 06 11 2b 06 01 04 01 Ob 02 ...0.0.. .4......




Analyze Menusu

Display Filter: Yakalanan paketleri belirtilen ifadelere gore
siralar.

Decode As: Paketleri belirli protokollere gore decode
eder

User Specified Decodes: Kullanicinin belirledigi cevrimleri gorintiler

Follow TCP Stream: Secilen paketle ilgili tcp baglantilarinin tim
tcp segmentlerini ayri bir pencerede gosterir.

Expert info: lletisimde meydana gelen olaylarin kayit

sistemidir.Yakalanan paketleri
errors,notes,warnings,chats kriterlerine goére
ayIrir.



Statistics Menusu

il http-ethereal-trace-4 [Wireshark 1.6.5 (SVN Rev 40429 from J/trunk-1.6)] 0 =1[ET
File Edit Wew Go Capture Analyze RS N Telephory Tools Internals  Help
B il @l E @ 8 § @ summary f BE QA @ @ EWx B
Protocol Hierarchy I
Filker: B Conversations | Expression...
Mo, Time Source E Endpoints Protocol | Length InFu:n
i o . 152.° 1 Packet Lengths. .. SHMP i
.01?529 152. 1.
5. 01 152.168. 1 10 Graphs SHMP
034939 192 1 Conversation Lisk b
i : 1 Endpoaint List ’ S MRP
- 0555704 1. Service Besponse Time ]
"L i i 1.-
> AMCP. .
1.° BACnet r
1. EBOOTP-DHCP. .. [ , .
. 258634 245 Collectd. .. TCP 60 http = wisicron—-ws [ACK] se
12 7.260813 128.119.24°¢ Compare... HTTF 1057 HTTP,K:L :L 200 ok (Text htm”
- - 1 Flawe Graph, .. = _'
15 7.305088 16519312" HTTR ' TCP 62 http = compx— -|DCkV'IE'w'|:YN
. . e IP addresses... = = —
IP Destinations, .. >
+ Frame 1: 92 bytes on wire IP Protocol Types. .. ared €736 bitsD
+# Ethernet II, src: DellComp. OMC-RPC Programs 237, Dst: Hewlett—_&l:eh:ed (00:30:cl:61:eh;:
+ Internet Protocol wersion - Samnetime * F.168.1.1020, Dst: 192.168.1.104 (192.168.1.1
# User Datagram Protocol, Sr: st Port: snmp (1610
# Simple Metwork Management | LIDP Multicast Skreans
WLAM Traffic
>
oooD 00 30 <1 61 eb ed 00 08 F4 4fF 36 23 08 00 45 00 0.a.n... TOO#.LE.
Q01O 00 d4e 02 aa 00 00 80 11 00 00 cO a8 01 66 cC0 as N ..
0020 01 88 10 do 90 al 00 Fa 80 146 30 30 02 01 00 04 B o P A 10 T
QO30 06 7O F5 62 6C 69 63 a0 23 02 02 18 el 02 01 Q0 SpubTiel #l L.,
o040 02 0l 00 30 17 30 15 06 11 2bh 06 01 04 01 okbh 02 e T
T BT [y mira mA ™7 ™1 M7 [a e ™7 ™= latal me e Tal




Statistics Menuisu

Summary: Acik olan
yakalama dosyasinda
dosya formati, paket
sayisl, boyut, ilk ve son
paket yakalama
zamanlari , filtre ve
yakalama arabirimine
iliskin verileri icerir.

i’ Wireshark: Summary

File
Mame: Ci\Documents and Settings\DilaralDesktopltraces\http-ethereal-trace-4
Length: 26828 bytes
Format: Wireshark/tcpdumpy.. . - libpcap
Encapsulation: Ethernet

Packet size limit: 65535 bytes

Time
Firsk packet: 2003-09-23 05:35:34
Lask packet: 2003-09-23 03:35:46
Elapsed: 00:00:12
Capture
Interface: IntellR) PROMWireless 2200BG Metwork Connectio (Microsoft's Packet Scheduler)
Cropped packets: unknown
apture filter: none
Display
Display Filker: none

Ignored packets: 0

Traffic | Captured Y |Displayed 1 Marked 1
Packets f1 61 n

Between first and last packet 12,091 sec

fvg, packets/sec 5,045

avg, packet size 423,410 bytes

Bvtes 25828

avg, bytes/sec 2136,209

Avg, MBikfsec 0,017




Statistics Menuisu

Protocol Hierarchy :
Yakalanan paketlerin
agac seklinde katman
ve protokol

hiyerarsisini gosterir.

4! Wireshark: Protocol Hierarchy Statistics

Display filter: nong

Pratacal % Packets

[ Ethernet

= Internet Protocol Yersion 4

100,

Packets % Bytes
61

f

0,017
25gza 0,017
25gza 0,017

Bytes [Mbit

[= User Datagram Protocol I 16,39 %

0] 356%

925 0,001

Simple Metwork Management Protocol I 16,39 %

X
I 9,84 %

=l Transission Cantral Protacal

EI Hypertext Transfer Protocal

0] 356%

925 0,001
24903 0,016

] IIS,?EI % 4894 0,003

Line-based bext data | 164% 1) 409% 1087 0,001
Compuserve GIF | 164% 1 353% 912 0,001
JPEG File Interchange Formak | 1,64 % 1 | 4,24 % 1096 0,001

5 End Packets End Bytes End Mbit

10
45

3
l
l
1

I5

0 0,000

0 0,000

0 0,000

%25 0,00
20049 0,013
1/ 0,001
1057 0,001
a2 0,0m
1% 0,001

Help

Clase




Statistics Menusu

{' Conversations: http-ethereal-trace-4

ConversaﬁOI’IS: Kayna k Ethernet: 2 1P 4 TCR: 3 LCF: 5
IPvd Conversations
ve hedef nOktaIarI sh ! AddressB 4 Packets 4 Bytes ¥ Packets A-8 { Bytes A6 | Packets A5 ¢ BytesA«B ¢ RelStart ¢ Duration ¢ bpsd
M = B.1102 1921681104 10 95 5 460 ] 465 0,000000000 12,0908

araSIndakI traﬁgln [9.245.12 192.166.1.102 71904 3 1179 4 723 7196100000 01867 50C
1 3 ] 1 Tcind 1 33,123,218 192.168.1.102 1 47 5 3902 5 043 7264335000 0,1990 1%6¢
IStatIStIk bllngIﬂI Verlr. 682 192.166.1.102 #1848 2l 16983 13 1265 7,285795000 0,335 406l
Noktalar arasindaki
toplam gelen giden
paket ve byte miktari
portlara gore
listelenir.

¢ ¥

Hamne resolution [] Limit ta display filter

e




Statistics Menlisii

Endpoints: Hedef ve kaynak
adresi ayrimi yapmadan her son
nokta icin istatistik bilgisini
verir.Desteklenen her protokol icin
ayri bir sekme mevcuttur.Her
sekmede yakalanan son nokta
sayilari belirtilimektedir.Ornegin
ethernet:3 hali hazirda 3 tane
ethernet son noktasinin
yakalandigini séylemektedir.Eger

protokolle ilgili yakalanmis son
nokta yoksa ilgili sekme silik
sekilde goriinmektedir.Her sira bir
son nokta icin istatistiksel
degerleri gostermektedir.

I Endpoints: hitp-ethereal-trace-4

IPvd: 5 TR 6 LIOP: &
Ethernet Endpaints
fddress { Packets ¢ Bytes 1 TxPackets 1 TwBytes Y RxPackets 1 R Bytes {
DellCormp_d4f:36:23 Bl 25828 27 3299 34 22529
Hewlett-_61:ehied 10 825 ] 485 ] 460
Linksysa_daaf:73 5124903 20 22 4 22 2839

hame resalution

| Help H Copy |

(] Limit to display fiker

Close




Statistics Menuisui

10 Graphs: Belirtilen
ozelliklerde paketlerin
zamana gore akis
grafigini verir.Agda
durum kontroli icin
oldukca faydali bir
ozelliktir.Bu 6zellikle
normal paket akis
diyagraminda agda
meydana gelecek

herhangi bir anormallik

hemen farkedilebilir.

' Wireshark 10 Graphs: (Untitled)

|
o

= 5
\-" 1 {-\ 1 | 1 D
240s
| M 4 ¥
X Axis
Tick interval:| 1 sec |¢‘
Pixels per tick: | 5 ‘:‘
|| View as time of day
Y Axis
Unit: | Packets/Tick | :‘
| Scale: | 10 |$‘
‘ ~ Kopyala H Eﬂaydet H ggapat
e

@E‘ardlm ‘




Statistics Menusu

 Service Response Time: Istek ve cevap
arasindaki zamani gosterir.

* Wlan Traffic Statics: Yakalanan kablosuz ag
trafiginin istatistik bilgisinin sunar.



Help Menusu

7 http-ethereal-trace-4 [Wireshark 1.6.5 [SVN Rev 40429 from /trunk-1.6)] M=
File Edit Wiew Go Capture Analyze Statistics Telephony Tools  Inkernals Mall
=) REE| @ %D TF & |H Contents F1 ol ) Mo | @
Manual Pages r
Filker E
2 website
/(=N Time Saurce Destination FAQ's

0, Q0000 192.1a8.1.102 192.16a8.1.104
192.1a8.1. 1592.168.1.102

' : 581,104 @ Wik

L1102

1,104 .

.1.102 B about Wireshark bonse 1.3.6
G,245.12 Tt oo wseron-ws » http Y
1.102 TCP 52 http = wisicron-vs [SYN

Downloads

Sample Captures

.12 TCF
5.12 HTTF

TP
HTTP
TCP
Too.- 34, G.B2 TCP - > :
15 7. 305086 165 193 123 218 192. .1.102 TCP 62 http = campx lTockyiew [SYH, .,

?

Frame 12: 1057 bytes on wire (8456 bits), 1057 bytes captured (8456 bits)

Transmission Control Protocol, Src Port: http (807, Dst Port: wisicron-ws (43070, Seq: 1, Ack:
Hypertext Transfer Protocol
Line-hased text data: text/ html

+ OO OEE

Qo000 00 08 74 4f 36 23 00 06 25 da af 73 08 00 45 00 LTOG#F.. E..S. L E.
0010 04 13 74 4b 40 00 37 08 G4 07 80 77 T5 0c <0 as L THE., .7' N R
0020 01 66 00 50 10 d3 8¢ 57 c6 b8 fd 1d 3e 97 50 18 f. F. Ll P
0030 19 20 a6 22 00 00 48 54 54 50 2f 31 2e 31 20 32 HT TF';"l 172

0040 30 30 20 4F 4b Od 0a 44 61 74 &5 3a 20 54 75 &5 00 OK .D ate: Tue

Ethernet II, src: Linksyss_da:af:73 (00:06:25:da:af:73), Dst: pellcomp_4f:36:23 (00:08B:74:4f:36:
Internet Protocol wersion 4, src: 128.119.245.12 (128.119.245.120, Dst: 192.168.1.102 (192.165.1

[4




Filtreleme

Filter Bar summary window
daki aldigimiz paketleri filtre
etmemize yarayan kisimdir.
Filter Bar a herhangi bir filtre
girdisi yaptigimizda summary
window da sadece
filtreledigimiz paketler
gorunur olacaktir. Filter Bar da
gordigliimuz filtre paketlerin
durumlarini belirtir.

i http-ethereal-trace-4 [Wireshark 1.6.5 [SYN Rev 40429 from /ftrunk-1.6)]

File Edit Wiew Go Capture Analyze Statistics Telephony Tools  Internals  Help
S BEEXEE Ae»nT IL|(IEIE QQ QB W EMX B

Filter: |ip.src==192,168,1,102&&http “ | Expression,., Clear

Mo, Time Source Deskination Protocol  Length  Info

>

# Frame 10: 555 hytes on wire (4440 bits), 555 bytes captured (4440 bits)
# Ethernet II, Src: DellComp_4f:36:23 (00:08:74:4F:36:23), Dst: LinksysG_da:af:73 (00:06:25:daza v
>

0000 00 06 25 da af 73 00 08 Y4 4T 36 23 08 00 43 00 LLELos.. TOG#.CE.
0010 02 1d 02 bl 40 00 B0 06 00 00 <0 a¥ 01 88 BO 77 2] f

0020 f5 0< 10 d3 00 50 fd 1d 3¢ a2 8¢ 57 <6 bE 50 18
0030 fa fo 39 a2 00 00 47 45 54 20 2f &5 74 68 &5 72
0040 65 61 6c 2d 62 61 &2 73 2f 6o 61 &2 32 2d 34 Ze
0050 &8 74 6d 6c 20 48 54 54 50 2f 31 2e 31 0d Ca 48
0060 6f 73 74 3a 20 67 61 69 6l 2e 63 73 2e 71 6d €1

..... P.o. <..W..P.
.0, .GE T fethear
eal-Tabs /lab2-4.
html HTT P/Ll.1..H
ost: gai a.cs.uma




Fitreleme

Capture,options
penceresinden
belirtilen capture
filter, paket yakalama
sirasinda wiresharkin
uyacagi kosullari
belirtir.

i' http-ethereal-trace-4 [Wireshark 1.6.5 [SVN Rev 40429 from firunk-1.6})]

File Edit Wiew Go WEERWNEN Analvze  Statistics  Telephony Tools  Internals  Help

BE Interfaces.., ChrlI

Filker: |ip.src==19Z2.165

¢ DT LI|BEE QAQA.

“ | Expression.,. Clear

Qpkions. ..
@ Start ChrH+-E
Mo, Tirne e

Protocol  [Length  Info

IR & CopiuCiers..

Frame 10: 555 bytes on wire (4440 bits), 555 bytes captured (4440 bits)
Ethernet II, Src: Dellcomp_4f:36:23 (00:08:74:4FT:36:230, Dst: LinksysG_

QOO0 00 06 25 da af F3 00 0B 74 4f 36 23 08 00 45 00 oELLs.. TOG#.LE.
0010 02 1d 02 bl 40 00 80 086 00 00 cO af 01 85 8O 77 e o
0020 5 0c 10 d3 00 50 fd 1d 3c a2 8c 57 < b8 50 18 ..... Po.o <..W. . P,
0030 fa 0 39 a2 00 00 47 45 54 20 2f 65 74 68 65 72 L9, GE T fether

0040 65 61 6 2d Bc Bl B2 73 2f 6C 61 62 32 2d 34 Ze eal-lahs /lab2-4,
0050 68 74 6d 6C 20 48 54 54 50 2f 31 2e 31 Od 0a 48 html HTT P/L.1..t
0060 &F 73 ¥4 3a 20 67 81 6% 6l Ze 63 F3 Z2e 75 6d 81 ost: gai a.cs.um:
Q070 73 73 2e 65 64 75 Od 0a 55 73 65 F2 2d 41 &7 &5 ss.eddu.. User-ag:

[alal=tal Em T4 TA N AAd eF 7 AN - Ee~- &1 F 0 A IO 2N s MA=S 1= B A



4! Wireshark: Capture Options : : : ~ Wireshark: Capture Filter - Profile: Default

Capture Edit Capture Filker

Interface: |Local v | [ InteliR) PROMYireless 22008G Mebwark Connectio (Microsaft's Pack Ethernet address 00:08:15:00:08:15

IP address; 192,168.2,104 Ethermet bype 0:x0806 (ARF)

Lirk-layer header bype: |Ethernet Wireless Settings Mo Broadeast and no Mulkicast

Capture packets in promiscuats mode Remete Setfings New Mo ARP

[ Capture packets in peap-ng Format = IP onl

P Buffer size: |1 > megabyte(s) i
Lirmit each packet ko | £5534 + hvtes IP address 192,168.0.1
E_Eapture Fikter: | v [Cnmpile BPFI 1P onily
. : : TCP only
Capture File(s) Display Options
. LIDP oy
Fle: | | lﬁrnwse...l Update ist of packets in real time TCP ar UDP port 80 (HTTF)
Use multiple files HTTP TCP DEII’t I:BD:I
, @ dutomatic scroling in live capture
Mext file every |1 v |megabyte(s) v —” Mo ARP and no DS
Delete
[ Mext fleevery |1 minube(s) Hide capture info dialag Mon-HTTP and non-3MTP toffrom v, wireshark, org
[] Ring buffer with - files
Mame Resclution
[] Stop capture after |1 files)
7 .
Stop Cephure .. Enable MAC name resolution
Properties
.. after |1 packef(s) [ Enable network name resoldtion _
o arter |1 meqabyte(s) Fier niame: | |
v i - o
Oodter |1 e Enable transport name resolution Fiter string: | |

T (o | s o ]




Goruldagu gibi capture filter penceresinde Wiresharkin paket yakalama sirasinda

uyacagi kurallar icin bir liste sunulmustur.

e Ethernet address 00:08:15:00:08:15 : Ethernet Il altinda kaynak veya hedef
adreslerinde belirtilen mac adresine ait paketleri yakalar.

o Ethernet type 0x0806 (ARP), 0x0800 (IP), 0x8035(RARP), 0x6003 (DECNET),
0x6004 (DEC LAT), 0x6002 (MOP RC), 0x6001 (MOP DL)

e not broadcast and not multicast: Broadcasting ve multicasting paketlerini
yakalamaz.

e not arp: Arp pakerlerini yakalamaz.

e IP address 192.168.0.1 : Belirtilen ip adresini hedef yada kaynak adres
kisimlarinda barindiran paketler yakalanir.

« IPX only : ilgili protokole iliskin paketleri yakalar.

« TCP only : ilgili protokole iliskin paketleri yakalar.

« UDP only : ilgili protokole iliskin paketleri yakalar.

« TCP or UDP port 80 (http) : Port 80 icin tcp ve udp paketlerini yakalar.

e HTTP TCP port (80) : Port 80 icin http ve tcp paketlerini yakalar.

« No ARP and no DNS : DNS ve ARP paketleri harici paketleri yakalar

e NonHTTP and nonSMTP to/from www.wireshark.org : Belirtilen adres icin

e http ve smtp harici paketleri yakalar.



